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Overview

KernSafe iStorage Server is an advanced and powerful, full-featured software-only iSCSI Target that fully
conforms to the latest iSCSI Standard 1.0 (former Draft 20). It is an IP SAN solution allowing you to
quickly export existing storages such as disk images, VHD files, physical disks, partitions, CD/DVD-ROMs,
tapes or any other type of SCSI based devices and even a variety of popular CD/DVD images to the client
machines. The software thus delivers immediate benefits, as it allows storage to be consolidated,
virtualized and centrally managed. iStorage Server also provides RAID-1 (mirror) feature enabling you to

create two iSCSI devices for mirror backup.

High-availability clusters (also known as HA Clusters or Failover Clusters) are computer clusters that are
implemented primarily for the purpose of providing high availability of services which the cluster
provides. They operate by having redundant computers or nodes which are then used to provide service
when system components fail. Normally, if a server with a particular application crashes, the application
will be unavailable until someone fixes the crashed server. HA clustering remedies this situation by
detecting hardware/software faults, and immediately restarting the application on another system
without requiring administrative intervention, a process known as Failover. As part of this process,
clustering software may configure the node before starting the application on it. For example,
appropriate file systems may need to be imported and mounted, network hardware may have to be

configured, and some supporting applications may need to be running as well.
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KernSafe iStorage Server

This document gives you detailed step-by-step instructions on KernSafe iStorage Server configuring for
Windows Server 2008 or Windows Server 2008 R2 failover clusters. Before to do so, prepare the

following three computers or virtual machine in Hyper-v:

Name IP Address Detail

08DC 192.168.1.2 Domain Controller
08Nodel 192.168.1.101 Failover Node 1
08Node2 192.168.1.102 Failover Node 2
KernStorage 192.168.0.2 iStorage Server




Configuring on Domain Controller

Network Adapter

For working in clustering environment, the network adapter must be assigned a static IP address. Select
the Internet Protocol Version 4(TCP/IPv4) and then press the Properties button, the Internet Protocol
Version 4 (TCP/IPv4) dialog is shown. As Active Directory requires DNS, an address must be provided, in

this case we can specify itself IP address. DNS will be installed later after installed Active Directory.

Intermet Protocol Version 4 (TCP/IPv4) Properti ilﬂ

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i~ Obtain an IF address automatically
—1* Uge the following IP address:

IP address: [192.188. 1 . 2
Subnet mask: | 255 .255.255. 0
Default gateway: [192.188. 1 . 2

= Obkain DS server address automatically

—{* Lse the following DNS server addresses:

Preferred DMS server: I 192,168 . 1 . 7

Alternate DNS server: I

[~ validate settings upon exit il |
CK I Cancel |

Type the IP address and DNS server address.

Press the OK button to continue.



Install Active Directory

Select Start->Run and type dcpromo in the Open input box.

CITN—— x|

=== Typethe name of a program, folder, document, or Internet

=

R resource, and Windows will open it for you,

Open: Idcpru:um|:|| j
'@' This task will be created with administrative privileges.

QK Cancel Browse... |

Press the OK button to continue.

The Active Directory Domain Services Installation Wizard is shown.



@ Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

Thig wizard helps you install Active Directory Domain
Services (AD D5) on this server, making the server an
Active Directory domain controller. To continue, click Mext.

Leam more about the additional options that are
available in advanced mode installation.

Mare about Active Directory Domain Services

< Bach Meod = Cancel

Press the Next button to continue.

The Active Directory Domain Services Installation Wizard is shown, before to do next, please read the

introducing instructions carefully.



@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved securty settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new maore secure default for the security setting named "Allow cryptography algorthms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB "clients" from using weaker NT 4.0 shvle cryptography algorthms
when establishing securty channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a securty channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and networkc-attached storage (MAS) devices that do not support
stronger cryptography algorthms. Some operations on clients nunning versions of
Windows eardier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledoge Base aricle 542564
{hittp://go microsoft. comfwlink/?Link|ld=104751).

< Back Mead = Cancel

Press the Next button to continue.

Because we are creating Active Directory, Select the Create a new domain in a new forest option.



@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.

aritral| e b &ty

will became the fret damarm contrallenm the ne

Press the Next button to continue.

Specify the name of Forest Root Domain.



@! Active Directory Domain Services Installation Wizard

MName the Forest Root Domain

The first domain in the forest is the forest root domain. tts name is also the name of
the forest.

Press the Next button to continue.

Select the Forest functional level.



@! Active Directory Domain Services Installation Wizard x|

Set Forest Functional Level
Select the forest functional level.

Forest functional level:
Windows Server 2008 R2 j

Details:

e Windows Server 2008 R2 forest functional level provides all the features that ;I
re available in the Windows Server 2008 forest functional level, plus the following
dditional feature:

- Recycle Bin, which, when it is enabled, provides the ahility to restore

deleted objects in theilentirety while Active Directory Domain
Services is running.
new domains that are created in this forest will operate by default at the
indows Server 2008 RZ domain functional level. ;I

1 “fou will be able to add only domain controllers that are running
- Windows Server 2008 R2 or later to this forest.

Mare about domain and forest functional levels

« Back Mead = Cancel

Select Windows Server 2008 or Windows Server 2008 R2 if building Windows Server 2008 R2 clustering.

Press the Next button to continue.

Select the additional options for this domain controller.



@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.

B

™| Eead-only damain contraller [REDE]
Additional information:

The first domain controller in a forest must be a global catalog server and
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

Mare about additional domain controller options

Cancel

Keep the selection of the DNS Server.

Press the Next button to continue.

The Active Directory Domain Services Installation Wizard is shown.

@! Active Directory Domain Services Installation Wizard x|

A delegation for this DMS server cannot be created because the
authoritative parent zone cannot be found or it does not run
Windows DMS server, If you are integrating with an existing DMS
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution

from outside the domain "KernSafe.Local”, Otherwise, no action is
required.

Do you want to continue?

Yes |




Press the Yes button to continue.

Customize the directories for Database folder, Log files folder and SYSVOL folder.

@! Active Directory Domain Services Installation Wizard

Location for Database. Log Fles. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and 5YSVOL.

For better pedformance and recoverahility, store the database and log files on separate
volumes.

Database folder:

S Windows \WTDS

Log files folder:

IC:\Windows\NTDS Browse... |
;l

SYSVOL folder:
IC:\Windows\,SYSVOL

Mare about placing Active Directory Domain Services files

« Back Mead = Cancel

Press the Next button to continue.

Specify the Directory Services Restore Mode Administrator Password.



! Active Directory Domain Services Installation Wizard

Press the Next button to continue.

Check all of the parameters are correct; press the Back button is any change is required.



! Active Directory Domain Services Installation Wizard

Press the Next button to continue.

After a while, Active Directory Domain Services Installation is completed.



@! Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation
Wizard

Active Directary Domain Services is now installed an this;l
computer for the domain "KemSafe Local”.

This Active Directory domain controller is assigned to the
site " Default-First-Site-Name”. You can manage sites
with the Active Directory Sites and Services
administrative tool.

To close this wizard, click Finish.

< Bach I Finish I [Cancel

Press the Finish Button to close the wizard.

Restart is required.

@! Active Directory Domain Services Installatic x|

“fou must restart your computer before the changes made by the
Active Directory Domain Services Installation wizard take effect.

Do not Restart Mow

Press the Restart Now button to restart the computer.

Install DNS

Use administrator role to log on to the Domain controller machine and launch the DNS Manager.



= DNS Manager
File  Action \View Help

=10lx]
A EEI = ENERE
2, DNS
E 3 osoC

<2 =
Add a New Zi
Global Logs @ a one

|| Forward Lookup Zones
™|
"] Conditional F

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores
rmation about one or more contiguous DNS domains.

View 3

add a new zone, on the Action menu, dick New Zaone.

|Creahe a new zone,

Right click on the Reverse Lookup Zone in the left tree view and then select New Zone... menu item.

The New Zone Wizard is shown.



Mew Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DMNS
SErVEr,

A rone franslates DMNS names to related data, such as IP
addresses or network services.

To continue, didk Mext.

= Back Mext = Cancel

Press the Next button to continue.

Select zone type.




New Zone Wizard x|

Zone Type
The DMS server supparts various types of zones and storage.

Select the type of zone you want to create:

i+ Primary zone
Creates a copy of a zone that can be updated directly on this server.

i~ Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.,

™ Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority
(504), and possibly glue Host (&) records. A server containing a stub zone is not
authoritative for that zone,

[¥ Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back I Mext = I Cancel

Select the Primary zone and keep the selection of Store the zone in Active Directory.

Press the Next button to continue.

Select zone replication scope.



Mew Zone Wizard

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your netwark.

Keep the default selection.

Press the Next button to continue.

Choose reverse lookup zone name.



Mew Zone Wizard

Reverse Lookup Zone Name
& reverse lookup zone translates IP addresses into DMNS names.

Select IPv4 Reverse Lookup Zone.

Press the Next button to continue.

Type the network ID or zone name.



Mew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the netwark ID or the name of the zone.
% Network ID:
192 168 1|

The netwark ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal (not reversed) order,

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0,10.in-addr.arpa.

™ Reverse lookup zone name:
1.168.192.in-addr.arpa

< Back I Mext = I Cancel

Select the Network ID and then type IP address in the Network ID.

Press the Next button to continue.

Specify dynamic update options.




New Zone Wizard x|

Dynamic Update
You can spedfy that this DMNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ocour,

Select the type of dynamic updates you want to allow:

¥ Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.,

™ allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
. This option is a significant security vulnerahility because updates can be
~=~  accepted from untrusted sources.

™ Do not allow dynamic updates
Diynamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back I Mext = I Cancel

Press the Next button to continue.

Check all the parameters all required, press the Back button if any change is required.



New Zone Wizard x|

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

Mame:  1.168.192.in-addr.arpa ﬂ
Type: Active Directory-Integrated Primary
Lookup type: Reverse
[~
Mote: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup,

To dose this wizard and create the new zone, didk Finish.

< Back I Finish I Cancel

Press the Finish button to close the New Zone Wizard.

Right click on the KernSafe.Local in the left tree view of DNS Manager, then select New Host (A or

AAA)... menu item.



=k

File  Action \View Help

MO EEEEEN EEREE

é D_NS Mame | Type | Data | Timestamp
= 5 osoc [o] _msdcs
Global Logs [ sites

= F:_:rward Lookup Zones [ tep
EJ _msdes. KernSafe. Local ] udp
]

|| ReverseL

7| Conditionz

[Ipdate Server Data File nes

T=d es
Mew Host (A or AAAA)... lnt folder) Start of Authority (SOA) [47], 08dc.kernsafe.local., ...  static

Mew Alias (CNAME). .. nt folder) Mame Server (NS) 08dc.kernsafe.local. static
Mew Mail Exchanger (MX)... it folder) Host (A) 192.168.0.157 1/12/2010 9
Mew Domain. .. Host (A) 192.168.0.197 static
] Host (A) 192,168.0.197 static

Mew Delegation...
Other New Records...

All Tasks 3

View 3

Delete
Refresh
Export List...

Properties

Help

4 [2]]<] | i

|Creahe a new host resource record. |

The New Host dialog is shown.

newtost x|

Mame (uses parent domain name if blank):
| 08Node 1

Fully qualified domain name (FQDM):
| 08Node 1.KernSafe.Local.

IP address:
| 192.168.1.101

¥ Create assodated pointer (PTR) record

™ Allow any authenticated user to update DNS records with the
SAME OWNEr Name

Add Host I Cancel




Type host name in the Name and IP address in the IP address field for the 08Nodel machine.
Check the Create associated pointer (PTR) record checkbox.

Press the Add Host button to add 08Nodel DNS record.

Newtost x|

Mame (uses parent domain name if blank):
| 0BNode2

Fully qualified domain name (FQDM):
I 02Mode2.KernSafe.Local.

IP address:
| 192,163 1.102

¥ Create assodated pointer (PTR) record

[ Allow any authenticated user to update DNS records with the
same OWNEr Name

Add Host Done

Type host name in the Name and IP address in the IP address field for the 08Node2 machine.

Check the Create associated pointer (PTR) record checkbox.

Press the Add Host button to add 08Node2 DNS record.

Press the Done button to close New Host dialog.

Now we will see the two records in the DNS Manager.



= DNS Manager -0l x|
File  Action \View Help
e[ 2F[XE o= |BmE 00
2, DNS Mame | Type | Data | Timestamp
E 3 osoC [2] _msdes
Global Logs [ _sites
= || Forward Lookup Zones [ tep
[z _msdes.Kernsafe.Local | = _ud|:|
Bl <=rnsafe. Local || DomainDnsZones
|| Reverse Lockup Zones [ ForestDnsZones
[ [ ] Conditional F d
& [X] Conditional Forwarders g(same as parent folder) Start of Authority (SOA) [47], 08dc.kernsafe.local., ...  static
g (same as parent folder) MName Server (N3) 08dc.kernsafe.local. static
g (same as parent folder) Host (A) 152.168.0.197 1122010 9;
] 08dc Host (A) 192,168.0,197 static
] win-ak3i2gk 1360 Host (A) 192,163.0,197 static
] 08Node1 Host (A) 192,168.1.101
] 08Node2 Host (A) 192,168.1,102
dl I3 KT i




=

File  Action \View Help

MO EEEEEN EEREE

é DNS Mame | Type | Data | Timestamp
= ﬂ 08DC Q (same as parent folder) Start of Authority (SOA) [3], 08dc.kernsafe.local., h...  static
Global Logs 5] (same as parent folder) Mame Server (NS) Dadc.kernsafe.local. static
=l [ Forward Lookup Zones £ 192.168.1.101 Pointer (PTR) D8node 1.kernsafe local. static
[z msdcs.KemSafe.Local | 5 197, 155,1,102 Pointer (FTR) D8node 2. kernsafe local. static

[2] Kernsafe.Local
=l || Reverse Lookup Zones
[Eng 1. 165. 192.in-addr.arp
] Conditional Forwarders

Configuring on iStorage Server

Network Adapter

For working in clustering environment, the network adapter must be assigned a static IP address. Select
the Internet Protocol Version 4(TCP/IPv4) and then press the Properties button, the Internet Protocol

Version 4 (TCP/IPv4) dialog is shown.



Internet Protocol Version 4 (TCP/IPv4) Properties el

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i~ Obtain an IF address automatically
{*' Use the following IF address:

IP address: [192.188. 0 . &
Subnet mask: | 255 .255.255. 0
Default gateway: [192.188. 0 . 1

= Obtain DS server address automatically

{* |se the following DNS server addresses:

Preferred DMS server: I 192,188, 0 . 1

Alternate DNS server: I

[~ validate settings upon exit Arhrericen |
QK I Cancel |

Set the second network adapter of Domain Controller as shown in the figure. IP address is set as

192.168.2.1 and Subnet mask is set as 255.255.255.0.

Preparing Quorum Volume

Launch the iStorage Server management consolle, press the Create button on the toolbar of iStorage

Server management console, the Create Device Wizard is shown.

Select a device type



Create iSCSI Target Wizard |

iSCSI Device Type D
Select which type of ISCSI device you want bo create. =
 Device Type — Description
= RAM disk devi This option is to create a virtual
S aeviee hard disk drive within a regular
£ |mage file disk device file or Microsoft VHD file, all

clients share this one file.
” Security image file disks for each client

" Partition4o-Disk bridged device

" Physical disk bridged device

7 Virual CD/DVD

" CD/DVD-ROM/RW bridged device
" Generic SC51 bridged device

" RAID-1(Mimor) device

< Back: Mext = Cancel

Choose Image file disk device.

Press the Next button to continue.

Specify image file path and size.




x

Image Disk Configuration 9

“'ou can zpecify a image file az an iSCS1 device. =
— Device Parameters

{~ Use existing image file {* Create a new image file

IE:\Gunn.lm.img Erowse |

Enter Device size in MBytes:

I =

1024 —

[ Use sparse file on NTF5 file system

[T Format image file to: FAT ~

Mote: Using sparse file can save your harddisk space, the size of disk image file onby

depend on its content used. But we recommentd that using this feature when image

file size is less than 1T bytes

< Back Med > Cancel

Select Create a new image file or Use existing image file if you already have a one.

Specify the device size.

Press the Next button to continue.

Set authorization mode.




Create i5C5SI Target Wizard

Authorization
“'ou can zelect an authorization mode, CHaP ar [P filter.

— Authorization Mode

Authorization Type:

Specific users has read and write access right, the others only have read access

— Authorization Mode (Who has "write” access)
™ CHAP User Authorization

Select a group has read and write access: I j
Select a group has read only access: I j
¥ |P address authorization, first 1P I o .0 .0 .0

< Back Med >

Press the Next button to continue.

Finish creating iSCSI Target




x
Completing the Create iSC51 Wizard

“'ou can zpecify a target name and other options to complete iISCS1 target creating.

— Basic Target Information
Enter Target Mame:
qun.ZDDE-'I]E.cum.kemsafe.KemStumge.Guun.lm

¥ Beport as readonly device when initistor can not get write access

[¥ Enable multiple intiators with full access connected (zharing and clustering

~ Maote

By default, only one client has full access right, when the second inttiaor lag an with full
access, it will fail.

But this option is usfull for clustering, disk sharing and MAS.

< Back | Finish | Cancel

Type a target name in the Target Name field, or use the default.
Check the multiple initiators with full access connected (sharing and clustering) check box.

Press the Finish button to continue.

Make target writable. Press the Client button on the toolbar of iStorage Server Management Console,

then change to IP Filter view.



& KernSafe iStorage Server - IP Filters -0 x|

J Service Clents View Tools Help

) = = | 9 fr P *
2 X P A\ & M & @ . B |2 D
Create  Delete Stark Stop Refresh Add Remoyve Client ArCCess Settings Print About
B i5CSI TargetKemStarage I;Address .....
= KemStorage. Huorum el
& Users
80 Groups
| Access Readonly
Remove from IP filter |m;ml
Refuse
1| | i
Make dients have have read and write privileges |@ Connected:KernStorage{Ultimate License) 5

Right click on the 0.0.0.0 item, and then select Access -> Full Access.

Preparing Generic Volume

Launch the iStorage Server management consolle, press the Create button on the toolbar of iStorage

Server management console, the Create Device Wizard is shown.

Select a device type



Create iSCSI Target Wizard |

iSCSI Device Type D
Select which type of ISCSI device you want bo create. =
 Device Type — Description
= RAM disk devi This option is to create a virtual
S aeviee hard disk drive within a regular
£ |mage file disk device file or Microsoft VHD file, all

clients share this one file.
” Security image file disks for each client

" Partition4o-Disk bridged device

" Physical disk bridged device

7 Virual CD/DVD

" CD/DVD-ROM/RW bridged device
" Generic SC51 bridged device

" RAID-1(Mimor) device

< Back: Mext = Cancel

Choose Image file disk device.

Press the Next button to continue.

Specify image file path and size.




x
Image Disk Configuration 9
“'ou can zpecify a image file az an iSCS1 device. =
— Device Parameters
{~ Use existing image file {* Create a new image file
IE:\Geneﬁc.img Erowse |
Enter Device size in MBytes:
qug; =
=1
[ Use sparse file on NTF5 file system
[T Format image file to: FAT ~
Mote: Using sparse file can save your harddisk space, the size of disk image file onby
depend on its content used. But we recommentd that using this feature when image
file size is less than 1T bytes
< Back Med > Cancel

Select Create a new image file or Use existing image file if you already have a one.

Specify the device size.

Press the Next button to continue.

Set authorization mode.




Create i5C5SI Target Wizard

Authorization
“'ou can zelect an authorization mode, CHaP ar [P filter.

— Authorization Mode

Authorization Type:

Specific users has read and write access right, the others only have read access

— Authorization Mode (Who has "write” access)
™ CHAP User Authorization

Select a group has read and write access: I j
Select a group has read only access: I j
¥ |P address authorization, first 1P I o .0 .0 .0

< Back Med >

Press the Next button to continue.

Finish creating iSCSI Target




x
Completing the Create iSC51 Wizard

“'ou can zpecify a target name and other options to complete iISCS1 target creating.

e

— Basic Target Information
Enter Target Mame:
qun.ZDDE-'I]E.cum.kemsafe.KemStumge.Geneﬁc

¥ Report as readonly device when initistor can not get write access
¥ Enable multiple intiators with full access connected (zharing and clustering)

~ Maote

By default, only one client has full access right, when the second inttiaor lag an with full
access, it will fail.

But this option is usfull for clustering, disk sharing and MAS.

< Back I Finish I Cancel

Type a target name in the Target Name field, or use the default.
Check the multiple initiators with full access connected (sharing and clustering) check box.

Press the Finish button.

Make target writable. Press the Client button on the toolbar of iStorage Server Management Console,

then change to IP Filter view.



& KernSafe iStorage Server - IP Filters -0 x|
J Service Clents View Tools Help
- - n oEa P o
& X | P A\ M &E B8 2 9
Create  Delete Stark Stop Refresh Add Remoyve Client ArCCess Settings Print About
=0 i5C5I TargetKemStorage P dress
§ kel KemStarage Quorum LJo.0. Refrash
& KemStorage. Generic
B Users
82 Groups
Access Readaonly
Remove from IP filter Im;ml
Refuse
1| | i
Make dients have have read and write privileges |® Connected:KernStorage{Ultimate License) 5

Right click on the 0.0.0.0 item, and then select Access -> Full Access.

Now the sample images is shown in the iStorage Server management console if successful.




&".- KernSafe iStorage Server - Targets List
J Service  Clients  View

=10l x|
Tools  Help
T £ o= £ 3 N o o 3
& X | 2P a & | @ &4 B @.8| 2 D
Create  Delete Start Stop Refresh Add Remove Client ACCess Settings Prink Abouk
Target Mame | Dewic. .. | Source | Cap... | Authentic. .. | Sta... |
& quorum Disk ... | Crlguarurn.img 1.00G  IP Filter Ena...
# generic Disk....  C:ilgeneric.img 2,00G P Filker Ena...
: ‘L Usgers
L8 Groups
Ready |® Connected: 03DCx64(Standard License) v

Configuring on Cluster Node 1

Network Adapter

For working in clustering environment, the network adapter must be assigned a static IP address. Select

the Internet Protocol Version 4(TCP/IPv4) and then press the Properties button, the Internet Protocol



Version 4 (TCP/IPv4) dialog is shown.

Internet Protocol Version 4 (TCP/IPv4) Properties 7] =]

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i~ Obtain an IF address automatically
{* Use the following IP address:

IP address: [192.188. 1 .101
Subnet mask: | 255 .255.255. 0
Default gateway: [192.188. 1 . 2

= Obkain DN server address automatically

{* Use the following DNS server addresses:

Preferred DNS server: 192 .168. 1 . 2

Alternate DNS server: I

[ validate settings upon exit Advanced... |
Ok I Cancel |

Type in the IP address, Subnet mask, Default gateway and Preferred NDS server.

Set the second network adapter of 08Node.



Intermet Protocol Version 4 (TCPfIPv4) Properties ilﬂ

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i~ Obtain an IF address automatically
{*' Use the following IP address:

IP address: [192.188. 2 .101
Subnet mask: | 255 . 255 .255. 0f
Default gateway: I

= Obtain DS server address automatically

{* Use the following DNS server addresses:

Preferred DNS server: I

Alternate DNS server: I

[~ validate settings upon exit Arhrericen |
QK I Cancel |

Type in the IP address and Subnet mask.

Press the OK button to change IP address.

Join to the domain

Press the OK button to change IP address.

Open System Properties page.



=181

|q %) |;'H; + Control Panel = System and Security ~ System * |23 | search Control Panel

Gl

Control Panel Home View basic information about your computer

) Device Manager Windows edition
@ Remote settings Windows Server 2008 R2 Enterprise

@ Advanced system settings Copyright € 2009 Microsoft Corperation. All rights reserved.

System
Processor: Intel(R) Core(TM)2 CPU 6320 @ 1.86GHz 1.87 GHz
Installed memary (RAM): 512 ME (512 MB usable)
System type: 64-bit Operating System
Pen and Touch: Mo Pen ar Touch Input is available for this Display

Computer name, domain, and werkgroup settings
Computer name: WIN-751UGR.36DMS @Change settings
Full computer name: WIN-761UGR.36DM5
Computer description:

Workgroup: WORKGROUP
See also Windows activation
Action Center R 23 days to activate. Activate Windows now
Windows Update Product ID: 00486-109-0000007-84128  Chanae product key

Click on the Change settings link, the System Properties Dialog is shown.



System Properties

Press the Change... button.



Computer Name/Domain Changes ﬂ

You can change the name and the membership of this

computer. Changes might affect access to netwark resources.
Mare information

Computer name:
08MNode

Full computer name:
08MNode1

— Member of
%" Domain:

Ikemsafe local

i~ Workgroup:
[WORKGROUF

OK I Cancel

Type 08Nodel in the Computer name and kernsafe.local in the Domain.
Press the OK button to change computer name and join the domain.

Domain controller account is required to join the domain.

Windows Security x|

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the domain,

-

Pazsword

Daomain: kernsafe

K Cancel

Type your user name and password.

Press the OK button to continue.



If successful, the Computer Name/Domain Changes notification dialog is shown as below.

Computer Name/Domain Cha

Press the OK button to continue.

Restart is required.

Microsoft Windows _ x|

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Later |

Press the Restart Now button to restart the computer.

Log in to iSCSI disks

Lunch the Administrative Tools -> Microsoft iSCSI initiator.



iSCSI Initiator Properties

Targets |D‘iSCD'I.I'Ef"_f Favorite Targetsl Volumes and Deui::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.
Target: Quick Commect, .,
—Discovered targets
Refresh
Mame | Status |
To connect using advanced options, select a target and then PR
dick Connect. =
To completely disconnect a target, select the target and Liacaiact
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .,
select the target and didk Properties. =
For configuration of devices assodated with a target, select iesdiass, .
the target and then dids Devices. =

Mare about basic iSCSI connections and targets

pd

0K I Cancel Apply

Select the Discovery page.




iSCSI Initiator Properties |

-Targets Discovery | Favorite Targets | Volumes and Deui::esl RADIUS I Configuration I

—Target portals
The system will look for Targets on following portals: | Refresh I
Address | Port | Adapter | IF address |
To add a target portal, dick Discover Portal. Discover Portal. .. |
To remove a target portal, select the address above and PR |
then dick Remove, =

iSMS servers
The system is registered on the following iSM5 servers: Refresh |
MName |
To add an iSN5 server, dick Add Server, Add Server... |
To remove an iSMS server, select the server above and ., |
then dick Remove. =

More about Discovery and iSNS
0K Cancel Apply

Press the Discovery Portal button, the Discovery Target Portal dialog is shown.



pd

Discover Target Portal

Enter the IF address or DMS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

Port: (Default is 3260.)
| 3260

IF address or DMS name:

|192.168.0.2

Advanced... | oK I Cancel

Type IP address or NDS name and Port of the iStorage Server in the required fields.

Press the OK button to add.

Select the Targets page.



iSCSI Initiator Properties |

Targets |D‘iSCD'I.I'Ef"_f Favorite Targetsl Volumes and Deui::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.
Target: Quick Conneck, ., |
—Discovered targets
Refresh |
Mame | Status
fign, 2006-03,com. kernsafe.KernStorage. Generic Inactive
ign. 2006-03. com. kernsafe.KernStorage. Quorum Inactive
To connect using advanced options, select a target and then Cmmieet |
dick Connect. =
To completely disconnect a target, select the target and iscramect |
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .. |
select the target and didk Properties. =
For configuration of devices assodated with a target, select Devices.. |
the target and then dids Devices. =

Mare about basic iSCSI connections and targets

0K I Cancel Apply

Select the targets just added and then press the Connect button.



Connect To Target ' ﬂ

Target name:

gn. 2006-03.com. kernsafe, KernStorage. Generic

v Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[~ Enable multi-path

Advanced... 0K I Cancel |

Connect To Target ﬂ

Target name:

v Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[~ Enable multi-path

Advanced... 0K I Cancel

Keep selection of the Add this connection to the list of Favorite Targets.

Press the OK button to continue.

If successful, the logged on targets are shown in the figure.



iSCSI Initiator Properties |

Targets |D‘iSCD'I.I'Ef"_f Favorite Targetsl Volumes and Deui::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.
Target: Quick Conneck, ., |
—Discovered targets
Refresh |
Mame | Status |
ign. 2006-03.com. kernsafe. KernStorage, Generic Connected
fign. 2006-03. com. kernsafe.KernStorage. Quorum Connected
To connect using advanced options, select a target and then Cmmieet |
dick Connect. =
To completely disconnect a target, select the target and iscramect |
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .. |
select the target and didk Properties. =
For configuration of devices assodated with a target, select Devices.. |
the target and then dids Devices. =

Mare about basic iSCSI connections and targets

0K I Cancel Apply

Launch the Windows Computer Management Console.

An Initialize Disk dialog is shown.



Initialize Disk

You must initialize a disk before Logical Disk Manager can access it.
Select disks:

[ Dlisk 1

[w] Diisk 2

|ze the following partition style for the selected disks:
& MBR (Master Boot Record)
" GPT (GUID Partition Table)

Mote: The GPT partition style is not recognized by all previous versions of
Windows. It is recommended for disks larger than ZTE, or disks used on

ftanium-based computers.
OK I Cancel

Keep the selection of the tow disks.
Select partition style for the selected disks.

Press the OK button to continue.



ﬂ Computer Management

Ble Action \View Help

=lolx|

e A Eall N

A Computer Management (Local)
B {f} System Tools
@ Task Scheduler
3] Event Viewer
[| Shared Folders
 Local Users and Groups
g Performance
554 Device Manager
B fﬁ Storage
L=% Disk Management
4 Services and Applications

o (C) Simple Basic MTFS
CwSystem Reserved Simple Basic NTFS

Volume Layout | T File System | Status

| capacity | | Actions

Healthy (Boot, Page File, Crash Dump, Primary Partition) 39.90 GB

Basic
1023 MB 1023 MB
Online Unallocated

_icp-rROM O
DVD (D:)

Mo Media

Healthy (System, Active, Primary Partition) 100 MB
dl El
i

=

L uDisk 1

Basic

4.00 GB 4,00 GB

Online nallocated

LuDisk 2

B unallocated ] Primary partition

L4l

bl Disk Management -

Mare Actions

»

Right click on the Disks and then select New Simple Volume, partition and format the two disks followed

by wizard.

If successful, the new volumes created are shown in the figure below.



J Computer Management

Fle Acton View Help

o[-

BB X&EEa

;*i. Computer Management {Local)
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@ Task Scheduler

g Event Viewer
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Volume | Layout | Type | File System | Status
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wSystem Reserved Simple  Basic NTFS

4

[ Capadty [ Free 5t [ Actions
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Healthy (Primary Partition)
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Healthy (System, Active, Primary Partition)
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More Actions
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Basic
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isk Management

Installing Failover Clustering Service

Launch the Windows Server manager Console.



Server Manager

o[-

I Roles
Features

E Diagnostics

iﬂ Configuration

fﬂ Storage

Server Manager (08NODE1)

" Server Summary

[~ Computer Information
Full Computer Mame:
Domain:

Local Area Connection:
Local Area Connection 2:
Remote Desktop:

Server Manager Remote
Management:

Product ID:

" Do not show me this console at logon

[~ Security Information
Windows Firewall:
Windows Updates:

Last checked for updates:
Lastinstalled updates:

IE Enhanced Security Configuration
(ESC):

08Mode 1.KernSafe. Local

KernSafe.Local

IPv4 address assigned by DHCP, IPv6 enabled
192. 165, 1. 102, IPv6 enabled

Disabled

Disabled

Mot activated

Domain: On, Public: On
Mot configured

Never

Never

Off for Administrators
Off for Users

{} Last Refresh: Today at 10:57PM  Configure refresh

Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

|»

ﬂ Server Summary Help

‘,‘& Activate Windows

-L‘;ﬁ Change System Properties
& view Network Connections
:l_. Configure Remote Desktop

ia Configure Server Manager Remote
Management

fP Go to Windows Firewall

ﬂj Configure Updates

+4 Chedk for New Roles

i Run Security Configuration Wizard
% Configure IE ESC

Select the Features node from the left tree view.



E_ server Manager

Fle Acton View Help

=13 x]
ke A ] ol 7|
3 Roles -/
T Diagnostics ) View the status of features installed on this server and add or remove features.
ﬁé Configuration %
fﬂ Storage

" Features Summary

Features Summary Help
[~ Features: 0 of 42 installed

é Add Features
ﬁ Remove Features

{i Last Refresh: Today at 10:57PM  Configure refresh

Click the Add Features link, the Add Features Wizard is shown.



Add Features Wizard

Select Features

Features Select one or more features to install on this server.

Confirmation Features: Description:

Progress T JNET Framework 3.5.1 Features | Failover Clusteringallows multipl_e

: , — servers to work togetherto provide

Results | Bédﬂground.Inhelhgent'.l'ransfer Service (BITS) high availability of services and
[] BitLocker Drive Encryption applications. Failover Clustering is
[] BranchCache often used forfile and print services,
[[] connection Manager Administration Kit database and mail applications.

["] Desktop Experience
|:| DirectAccess Management Console
ering
|:| Group Policy Management
[] 1nk and Handwriting Services
[] 1nternet Printing Client
|:| Internet Storage Mame Server
[[] LPR Port Manitor
|:| Message Queuing
[] Multipath I/
["] Metwork Load Balandng
[] peer Name Resolution Protocal
[ quality Windows Audio Video Experience
[] Remote Assistance

| ["1 Remote Differential Compression | _ILI
4 »

More about features

< Brevious | Mext = I Install Cancel

Select the Failover Clustering.

Press the Next button to continue.



Add Features Wizard

= Confirm Installation Selections

Features
To install the following roles, role services, or features, dick Install.

Confirmation

@ 1 informational message below
Progress

Resuilts @ This server might need to be restarted after the installation completes.
Failover Clustering

Print, e-mail, or save this information

< Previous Mext = | Install

Cancel

Press the Install button to install the Failover Clustering feature.

The installation of the Failover Clustering is going on.




Add Features Wizard

Features

Confirmation

Installation Progress

The following roles, role services, or features are being installed:

Failowver Clustering

< Previous | Mext = |

Install

Cancel

If successful, the wizard will complete and show as the figure below.




Add Features Wizard x|

= gg Installation Results

Features
The following roles, role services, or features were installed successfully:
Confirmation
/¥ 1warning message below
Progress

A Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is

automatically updated, turn on Windows Update in Control Panel.
Failover Clustering '@' Installation succeeded

Print, e-mail, or save the installation report

< Brevious Mext = | Close I Cancel

Press the Close button.

Configuring on Cluster Node 2

Network Adapter

For working in clustering environment, the network adapter must be assigned a static IP address. Select

the Internet Protocol Version 4(TCP/IPv4) and then press the Properties button, the Internet Protocol



Version 4 (TCP/IPv4) dialog is shown.

Internet Protocol Version 4 (TCP/IPv4) Properties 7] =]

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i~ Obtain an IF address automatically
{*' 1lze the following IP address:

IP address: [192.188. 1 .102
Subnet mask: | 255 .255.255. 0
Default gateway: [192.188. 1 . 2

= Obkain DN server address automatically

{* Use the following DNS server addresses:

Preferred DNS server: 192 .168. 1 . 2

Alternate DNS server: I

[ validate settings upon exit Advanced... |
Ok I Cancel |

Type in the IP address, Subnet mask, Default gateway and Preferred NDS server.

Set the second network adapter of 08Node.



Internet Protocol Version 4 (TCP/IPv4) Properties 7] =]

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i~ Obtain an IF address automatically
{* Use the following IP address:

IP address: [192.188. 2 .102
Subnet mask: | 255 .255.255. 0
Default gateway: I

= Obkain DN server address automatically

{* Use the following DNS server addresses:

Preferred DNS server: I

Alternate DNS server: I

[ validate settings upon exit Advanced... |
Ok I Cancel |

Type in the IP address and Subnet mask.

Press the OK button to change IP address.

Join to the domain

Press the OK button to change IP address.

Open System Properties page.
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|q %) |;'H; + Control Panel = System and Security ~ System * |23 | search Control Panel

Gl

Control Panel Home View basic information about your computer

) Device Manager Windows edition
@ Remote settings Windows Server 2008 R2 Enterprise

@ Advanced system settings Copyright € 2009 Microsoft Corperation. All rights reserved.

System
Processor: Intel(R) Core(TM)2 CPU 6320 @ 1.86GHz 1.87 GHz
Installed memary (RAM): 512 ME (512 MB usable)
System type: 64-bit Operating System
Pen and Touch: Mo Pen ar Touch Input is available for this Display

Computer name, domain, and werkgroup settings
Computer name: WIN-1SKQN4PNS0I @Change settings
Full computer name: WIN-1SKQN4PNI0I
Computer description:

Workgroup: WORKGROUP
See also Windows activation
Action Center R 21 days to activate. Activate Windows now
Windows Update Product ID: 00486-109-0000007-84863  Change product key

Click on the Change settings link, the System Properties Dialog is shown.



System Properties

Press the Change... button.



Computer Name/Domain Changes ﬂ

You can change the name and the membership of this

computer. Changes might affect access to netwark resources.
Mare information

Computer name:
08MNode2

Full computer name:
08MNode2

— Member of
%" Domain:
IKemSafe|

i~ Workgroup:
[WORKGROUF

OK I Cancel

Type 08Node2 in the Computer name and kernsafe.local in the Domain.
Press the OK button to change computer name and join the domain.

Domain controller account is required to join the domain.

Windows Security x|

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the domain,

-

Pazsword

Daomain: kernsafe

K Cancel

Type your user name and password.

Press the OK button to continue.



If successful, the Computer Name/Domain Changes notification dialog is shown as below.

Computer Name/Domain Cha

Press the OK button to continue.

Restart is required.

Microsoft Windows _ x|

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Later |

Press the Restart Now button to restart the computer.

Log in to iSCSI disks

Lunch the Administrative Tools -> Microsoft iSCSI initiator.



iSCSI Initiator Properties

Targets |D‘iSCD'I.I'Ef"_f Favorite Targetsl Volumes and Deui::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.
Target: Quick Commect, .,
—Discovered targets
Refresh
Mame | Status |
To connect using advanced options, select a target and then PR
dick Connect. =
To completely disconnect a target, select the target and Liacaiact
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .,
select the target and didk Properties. =
For configuration of devices assodated with a target, select iesdiass, .
the target and then dids Devices. =

Mare about basic iSCSI connections and targets

pd

0K I Cancel Apply

Select the Discovery page.




iSCSI Initiator Properties |

-Targets Discovery | Favorite Targets | Volumes and Deui::esl RADIUS I Configuration I

—Target portals
The system will look for Targets on following portals: | Refresh I
Address | Port | Adapter | IF address |
To add a target portal, dick Discover Portal. Discover Portal. .. |
To remove a target portal, select the address above and PR |
then dick Remove, =

iSMS servers
The system is registered on the following iSM5 servers: Refresh |
MName |
To add an iSN5 server, dick Add Server, Add Server... |
To remove an iSMS server, select the server above and ., |
then dick Remove. =

More about Discovery and iSNS
0K Cancel Apply

Press the Discovery Portal button, the Discovery Target Portal dialog is shown.



pd

Discover Target Portal

Enter the IF address or DMS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

Port: (Default is 3260.)
| 3260

IF address or DMS name:

|192.168.0.2

Advanced... | oK I Cancel

Type IP address or NDS name and Port of the iStorage Server in the required fields.

Press the OK button to add.

Select the Targets page.



iSCSI Initiator Properties |

Targets |D‘iSCD'I.I'Ef"_f Favorite Targetsl Volumes and Deui::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.
Target: Quick Conneck, ., |
—Discovered targets
Refresh |
Mame | Status
fign, 2006-03,com. kernsafe.KernStorage. Generic Inactive
ign. 2006-03. com. kernsafe.KernStorage. Quorum Inactive
To connect using advanced options, select a target and then Cmmieet |
dick Connect. =
To completely disconnect a target, select the target and iscramect |
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .. |
select the target and didk Properties. =
For configuration of devices assodated with a target, select Devices.. |
the target and then dids Devices. =

Mare about basic iSCSI connections and targets

0K I Cancel Apply

Select the targets just added and then press the Connect button.



Connect To Target ' ﬂ

Target name:

gn. 2006-03.com. kernsafe, KernStorage. Generic

v Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[~ Enable multi-path

Advanced... 0K I Cancel |

Connect To Target ﬂ

Target name:

v Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[~ Enable multi-path

Advanced... 0K I Cancel

Keep selection of the Add this connection to the list of Favorite Targets.

Press the OK button to continue.

If successful, the logged on targets are shown in the figure.



iSCSI Initiator Properties |

Targets |D‘iSCD'I.I'Ef"_f Favorite Targetsl Volumes and Deui::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.
Target: Quick Conneck, ., |
—Discovered targets
Refresh |
Mame | Status |
ign. 2006-03.com. kernsafe. KernStorage, Generic Connected
fign. 2006-03. com. kernsafe.KernStorage. Quorum Connected
To connect using advanced options, select a target and then Cmmieet |
dick Connect. =
To completely disconnect a target, select the target and iscramect |
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .. |
select the target and didk Properties. =
For configuration of devices assodated with a target, select Devices.. |
the target and then dids Devices. =

Mare about basic iSCSI connections and targets

0K I Cancel Apply

Launch the Windows Computer Management Console.



EI., Server Manager ;IEIEI

File Action Wiew Help

ez znHERD=E

N Server Manager (08NODEZ) Disk Management Volume List + Graphical View [ Actions
o Roles >
2 Feahres Volume mm Status lo-)| Disk Management -
Sm Diagnostics == (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partiton) 39 More Actions »
= .; Configuration _wSystem Reserved Simple  Basic  NTFS Healthy (System, Active, Primary Partition) 10
= g Storage
w Windows Server Backup
=7 Disk Management
4 | i
1
=
@ipisk 1 =
Basic
4.00 GB 4.00 GB
Offline i
Help
“#Disk 2
Basic
1023 MB 1021 MB
Offline §
Help
~ico-roM o0
DVD (D2)
Mo Media
-
B Unallocated ] Primary partition

Right click on the Disk1 and then select the Online menu item, bring Disk1 online.

Right click on the Disk2 and then select the Online menu item, brings Disk2 online.



E,, Server Manager ;IEIEI

File Action Wiew Help

ez znHERD=E

Ba Server Manager (08NODEZ) Disk Management Volume List + Graphical View | Actions
o Roles >
2 Features Volume [ Layout [ Type [ Fiie system [ stats o Disk Management -
2 Diagnostics == (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partiton) 39 More Actions »
ji‘;; Configuration _wGeneric (E:) Simple  Basic NTFS Healthy (Primary Partition) i
=) b& Storage — Quorum (F:) Simple Basic NTFS Healthy (Primary Partition) 10
@ Windows Server Backup wSystem Reserved Simple  Basic  NTFS Healthy (System, Active, Primary Partition) 10

=7 Disk Management

4| | i
i

P =l

L=Disk 1

Basic Generic (E)

4.00 GB 4.00 GB NTFS

Online Healthy (Primary Partition)

L_sDisk 2

Basic Quorum (F:)

1023 MB 1021 MB NTFS

Online Healthy (Primary Partition)

~ico-roM o0

DVD (D2)

Mo Media

-

M Unallocated ] Primary partition

Right on the Disk1 and then select the Change Driver Letter and Paths... menu item, change the letter of

Disk1 to G:.

Right on the Disk2 and then select the Change Driver Letter and Paths... menu item, change the letter of

Disk2 to Q..

Installing Failover Clustering Service

Launch the Windows Server manager Console.



Server Manager

o[-

I Roles
Features

E Diagnostics

iﬂ Configuration

fﬂ Storage

Server Manager (08NODE1)

" Server Summary

[~ Computer Information
Full Computer Mame:
Domain:

Local Area Connection:
Local Area Connection 2:
Remote Desktop:

Server Manager Remote
Management:

Product ID:

" Do not show me this console at logon

[~ Security Information
Windows Firewall:
Windows Updates:

Last checked for updates:
Lastinstalled updates:

IE Enhanced Security Configuration
(ESC):

08Mode 1.KernSafe. Local

KernSafe.Local

IPv4 address assigned by DHCP, IPv6 enabled
192. 165, 1. 102, IPv6 enabled

Disabled

Disabled

Mot activated

Domain: On, Public: On
Mot configured

Never

Never

Off for Administrators
Off for Users

{} Last Refresh: Today at 10:57PM  Configure refresh

Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

|»

ﬂ Server Summary Help

‘,‘& Activate Windows

-L‘;ﬁ Change System Properties
& view Network Connections
:l_. Configure Remote Desktop

ia Configure Server Manager Remote
Management

fP Go to Windows Firewall

ﬂj Configure Updates

+4 Chedk for New Roles

i Run Security Configuration Wizard
% Configure IE ESC

Select the Features node from the left tree view.



E_ server Manager

Fle Acton View Help

=13 x]
ke A ] ol 7|
3 Roles -/
T Diagnostics ) View the status of features installed on this server and add or remove features.
ﬁé Configuration %
fﬂ Storage

" Features Summary

Features Summary Help
[~ Features: 0 of 42 installed

é Add Features
ﬁ Remove Features

{i Last Refresh: Today at 10:57PM  Configure refresh

Click the Add Features link, the Add Features Wizard is shown.



Add Features Wizard

Select Features

Features Select one or more features to install on this server.

Confirmation Features: Description:

Progress T JNET Framework 3.5.1 Features | Failover Clusteringallows multipl_e

: , — servers to work togetherto provide

Results | Bédﬂground.Inhelhgent'.l'ransfer Service (BITS) high availability of services and
[] BitLocker Drive Encryption applications. Failover Clustering is
[] BranchCache often used forfile and print services,
[[] connection Manager Administration Kit database and mail applications.

["] Desktop Experience
|:| DirectAccess Management Console
ering
|:| Group Policy Management
[] 1nk and Handwriting Services
[] 1nternet Printing Client
|:| Internet Storage Mame Server
[[] LPR Port Manitor
|:| Message Queuing
[] Multipath I/
["] Metwork Load Balandng
[] peer Name Resolution Protocal
[ quality Windows Audio Video Experience
[] Remote Assistance

| ["1 Remote Differential Compression | _ILI
4 »

More about features

< Brevious | Mext = I Install Cancel

Select the Failover Clustering.

Press the Next button to continue.



Add Features Wizard

= Confirm Installation Selections

Features
To install the following roles, role services, or features, dick Install.

Confirmation

@ 1 informational message below
Progress

Resuilts @ This server might need to be restarted after the installation completes.
Failover Clustering

Print, e-mail, or save this information

< Previous Mext = | Install

Cancel

Press the Install button to install the Failover Clustering feature.

The installation of the Failover Clustering is going on.




Add Features Wizard

Features

Confirmation

Installation Progress

The following roles, role services, or features are being installed:

Failowver Clustering

< Previous | Mext = |

Install

Cancel

If successful, the wizard will complete and show as the figure below.




Add Features Wizard

= !E Installation Results

Features . . _
The following roles, role services, or features were installed successfully:
Confirmation
1. 1warning message below
Progress o

A Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is

automatically updated, turn on Windows Update in Control Panel.
Failover Clustering '@' Installation succeeded

Print, e-mail, or save the installation report

< Brevious Mext = | Close I Cancel

Press the Close button.

Configuring Failover Clustering

Validate a Configuration

Node that this step is not necessary for creating a cluster, but it ensures that the configuration is

suitable for failover clustering.

Launch to the Windows Failover Cluster Manager console in node 1 or node 2 machines.
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over Cluster Manager {

Create failover clusters, validate hardware for potential faillover clusters, and perform configuration changes to your
failover clusters. -ﬁ Validate a Configuration. ..

nﬁ Create a Cluster...

i L e —————— | 3 V2202 2 .

Afailover clusteris a set of independent computers that work together to increzse the availability of services and View »
applications. The clustered servers (called nodes) are connected by physical cables and by software. f one of the nodes
failz, another node begins to provide services (a process known as failover). Properties

Help

To begin to use faillover clustering, first validate your hardware corfiguration, then create a cluster. After these steps are
complete, you can manage the cluster. Managing a cluster can include migrating services and applications to it from a
cluster running Windows Server 2003, Windows Server 2008, or Windows Server 2008 R2.

Validate a Configuration... Understanding cluster validation tests
Create a Cluster... Creating a failover cluster or adding a cluster node
E) Manage a Cluster... Manaqing a failover cluster

Migrating services and applications from a cluster

e s ———

B Failover cluster topics on the Web

EEEE

B Failover cluster communities on the Web

B Microsoft support page on the Web

m&mmhv&daﬁmﬁmd,mpdsmhmhnmnfmIhehadwaecmﬁg.l’aiimfnradm.

Click on the Validate a Configuration... link.

The Validate a Configuration Wizard is shown.



K validate a Configuration Wizard

%ﬁl Before You Begin
i b

Befare You Begin This wizard runz validation tests to determine whether this configuration of servers and attached storage iz
T set up comectly to suppart failover. A cluster solution is supported by Microsoft only if the complete
Cluster configuration (servers, networlc, and storage) passes all tests in this wizard. In addition, all hardware
components in the cluster solution must be "Cerified for Windows Server 2008 R2".

Testing Options

- If you want to validate a set of unclustered servers, you need to know the names of the servers.
Confirmation Important: the storage connected to the selected servers will be unavailable during validation tests.
Validating i you want to validate an existing failover cluster, you need to know the name of the cluster or one of its
Summary nodes.

You must be a local administrator on each of the servers you want to validate.

To continue, click Mexd .

More about preparing your hardware for validation
More about cluster validation tests

r Do not show this page again

Mexdt = Cancel

Press the Next button to continue.

Add nodes to the cluster.




K validate a Configuration Wizard

ﬁ Select Servers or a Cluster
i *

Befare You Begin

Testing Options
Confirmation
Walidating

Summary

To validate a =&t of servers, add the names of all the servers.
To test an exdsting cluster, add the name of the cluster or one of its nodes.

Enter name:

Selected servers:

« Previous I Mext = I

Add

1l

Bemove

Cancel

Press the Browse button, the Select Computers dialog is shown.

Select Computers

Select this object type:

ICnmputers

Fram this location:

Object Types...

IK&mSaf&.LacaI

Enter the object names to select (examples):

Advanced. .. |

o]

Locations. ..

Eheck Hames

0L

Cancel

Press the Advanced...

button.




Select Computers

Select this object type:

IComputers

From thig location:

IK&mSaf&.LacaI

Common Queries |

MName:

|Starts with =] |

Description: [Starts with v] |

[T Disabled accounts
™| Mon expiing passward

Diays since last logon: I hd I

2%

Ohject Types...

Locations...

Columns...

Find Mow

Stop

!

ok | Cancal |
Search results:
Name (RDN) | In Folder |
1k 0sDC KemSafe Local/...

Kem5Safe Local/. ..

KemSafe. Local/ ...

‘02NODET
1K DaNODE?

Select the 08NODE1 item and then press the OK button to add.




Select Computers el

Select this object type:

IComputers Ohject Types... |
From thig location:

IK&mSaf&. Local Locations. .. |

Enter the object names to select (mamples):
0BNODET Check Mames

ﬂdvanced...l ok | Cancel

Press the OK button.

i validate a Configuration Wizard

ﬁ Select Servers or a Cluster
i e

Before You Begin To validate a set of servers, add the names of all the servers.
To test an existing cluster, add the name of the cluster or one of its nodes.

Testing Options
Enter name:
Confimation
Validating Selected servers: (8node1 kemsafe local
Summary

< Previous I Mead > I Cancel

Press the Browse... button and add 08NODE2 by through the same way.



E.E;" Validate a Configuration Wizard

ﬁ Select Servers or a Cluster
i b

Before You Begin To validate a =&t of servers, add the names of all the servers.
To test an exdsting cluster, add the name of the cluster or one of its nodes.

Testing Options

Lt Enter name:
Confirmation
Validati Selected servers: (8node1 kemsafe local
TP 08node2 kemsafe local
Summary

« Previous I Meat = I

Add

I

Remove

Cancel

Press the Next button to continue.




K validate a Configuration Wizard

%g" Testing Options
i b

Before You Begin Choose between running all tests or running selected tests.

éd;d Servers or a The tests include Inventory tasks, Network tests, Storage tests, and System Configuration tests.
Lster

Testing Options Microsoft supports a cluster solution only f the complete configuration (servers, networlc, and storage) can
=sung pron: pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certified

Confimation for Windows Server 2008 R2".

Walidating

Summary

* Fun all tests [recommended)

™ Run only tests | select

Meore about cluster validation tests

< Previous I Mext > I Cancel

Select Run all tests (recommended).

Press the Next button to continue.




K validate a Configuration Wizard x|

ﬁ Confirmation
i b

Before You Begin You are ready to start validation.
I Please corfirm that the following settings are comect:
Cluster
) . i
Testing Cptions Servers to Test
Conffimmation 08nodel.kernsafe.local
Validating 08nodez.kernsafe.local
Summary
Tests Selacted by the User Category
List BIOS Information Inventory
List Environment Variables Inventory
List Fibre Channel Host Bus Adapters Inventory ﬂ

To continue, click MNexdt.
Meore about cluster validation tests

< Previous I Mext > I Cancel

Press the Next button to continue.

If successful, all the tests include SCSI-3 Persistent Reservation are valid and shown as the figure below.



K validate a Configuration Wizard

%g" Summary
i b

Before You Begin Testing has completed successfully and the configuration is suitable for clustering.
Select Servers ara
Cluster
Testing Optiﬂns TEMO SO LI ST TP L |=i_ o impm=pr g =2 :ﬁl e a3 ﬂ
Confirmation o
validate Multiple Arbitration o Success
Walidating :'E'
Validste SCS1 device Vital Product Data [VED) J:_.@. Success
Wvalidate SC5I-3 Persistent Reservation JE@. Success
Validate Simultaneous Failover J_— Success
&V ] v
To view the report created by the wizard, click View Report. View Report ..

To close this wizard, click Finish.
Create the cluster now using the validated nodes...

Meore about cluster validation tests

Press the Finish button to complete configuration validation.

Create a Failover Cluster

Click on the Create a Cluster... item in the Actions panel of Failover Cluster Manager.
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Failover Cluster Manager -

-ﬁ Validate a Configuration. ..

H;f Create failover clusters, validate hardware for potential faillover clusters, and perform configuration changes to your
1& failover clusters.

nﬁ Create a Cluster...

W i Mansge a Cluster...

Afailover clusteris a set of independent computers that work together to increzse the availability of services and View »
applications. The clustered servers (called nodes) are connected by physical cables and by software. f one of the nodes )
failz, another node begins to provide services (a process known as failover). Properties

Help

To begin to use faillover clustering, first validate your hardware corfiguration, then create a cluster. After these steps are
complete, you can manage the cluster. Managing a cluster can include migrating services and applications to it from a
cluster running Windows Server 2003, Windows Server 2008, or Windows Server 2008 R2.

Validate a Configuration... ﬂ Understanding cluster validation tests

| Create a Cluster... ﬂ Creating a failover cluster or adding a cluster node

ﬂ Manaqing a failover cluster
ﬂ Migrating services and applications from a cluster

B Failover cluster topics on the Web
B Failover cluster communities on the Web

Manage a Cluster...

B Microsoft support page on the Web

hﬁsacﬁmlandlsﬂlevddaﬁmﬁzad,m;idsmhmhpmnfmIhel'la’dwa’ecmﬁg.l'alimfnradm.

The Create Cluster Wizard is shown.




ESE Create Cluster Wizard

Jﬁa Before You Begin

Select Servers

Validation Waming

Access Point for
Adminigterng the
Cluster

Confimation
Creating New Cluster

Summary

This wizard creates a cluster, which is a set of servers that work together to increase the availability of
clustered services and applications.  one of the servers fails, another server begins hosting the clustered
services and applications (a process known as failover).

Before you run this wizard, we stronghy recommend that you run the Validate a Corfiguration wizard to
ensure that your hardware and hardware settings are compatible with failover clusterng.

Microzoft supports a cluster solution only f the complete configuration (servers, networlc, and storage) can
pass all tests in the Validate a Configuration wizard. In addition, all hardware components in the cluster
solution must be "Certified for Windows Server 2008 R2".

You must be a local administrator on each of the servers you want to include in the cluster.

To continue, click Mesd.

More about Microsoft support of cluster solutions that have passed validation tests
Mare about the name and IP address information needed for a new cluster

[ Do not show this page again

Mest = Cancel

Press the Next button to continue.




= Create Cluster Wizard

Press the Browse... button and the Add button to add nodes to this cluster.



= Create Cluster Wizard

Press the Next button to continue.

Specify IP address for the cluster.



E¥ Create Cluster Wizard

Jﬁ‘ Access Point for Administering the Cluster

Type the name you want to use when administering the cluster.

Cluster Name: IKemSafeDusterI

One or more DHCP 1Pv4 addresses were corfigured automatically. One or more [Pvd addresses could not
be configured automatically. For each network to be used, make sure the network is selected, and then

Creating New Cluster

Summary

More about the administrative Access Point for a cluster

<Previous || MNet> |  Cancel

Type an IP address in the Address field.

Press the Next button to continue.



FEEE Create Cluster Wizard

Jﬁ] Confirmation

Before You Begin
Select Servers
Access Point for
Administering the
Clugter

Corfirmation

Creating New Cluster

Summary

You are ready to create a cluster.
The wizard will create your cluster with the following settings:

Cluster: KernSafeCluster ﬂ
Node: 08nodel.kernsafe.local
Node: 08node.kernsafe.local
IP Address: DHCP address on 192.168.0.0/24
IP Address: 192.168.1.20

=
To continue, click Ned .

< Previous I Mext = I Cancel

Press the Next button to continue or press the Pervious button if any changes are needed.

If successful, the Create Cluster Wizard complete as shown in the figure below.



E¥ Create Cluster Wizard

Summary

Before You Begin You have successfully completed the Create Cluster Wizard.

Select Servers
Access Point for

Administering the
Cluster

Corfirmation
Creating New Cluster
o
Node:

Node:
Quorum:

Create Cluster

KernSafeCluster

08nodel.kernsafe.local
08node.kernsafe.local

Mode and Disk Majority { Cluster Disk 2 )

To view the report created by the wizard, click View Report.
To close this wizard, click Finish.

Finizh

Press the Finish button to continue.




& Failover Cluster Manager =101 %]
file  Action Mew Help
€|
-E Fgajlcver Cluster Manager Storage e B es | Actions
Services and applications -~ Summary of Storage . a
B 5 Nodes " = b Add = disk
3 DaMode1 e = N
= 08Node2 Storage: Total Capacity: Available Capacity:
| Storage 2 Total Disks - 2 online Total: 4.99 GB Total: 4GB 6] Refresh
i Networks 1 Available Disks - 1 online Free Space: 49GB Free Space: 3.95GB A =
4| Cluster Events i

1In Use Disks - 1 online

Percent Free: 38 2%

Percent Free: 98.8%

Disk [ status | Cument Owner
Disk Witness in Quorum
El o Cluster Disk 2 (1) Orline 08Node1
Volume: (3) File System: NTFS 1,021 MB (95.7% free )
Available Storage
=] @ Cluster Disk 1 (®) Online 08Node1
Volume: (G) File System: NTFS 4GB (98.8% free )

Cluster Disk 2 -

55 Bring this resource online

ﬁ) Take this resource offiine

@ Change drive letter

Show the critical events f...

.:;J Show Dependency Report
More Actions... 4

Properties

ﬂ Help

Now the creation of the cluster is completed, expand the cluster node and select the Storage node, it

will shown as the figure below, both cluster disk are shown online.




Contact

Support: support@kernsafe.com

Sales: sales@kernsafe.com

Home Page: http://www.kernsafe.com/

Product Page: http://www.kernsafe.com/product.aspx?id=5

Licenses http://www.kernsafe.com/product.aspx?id=5&&name=License+Types
Forum: http://www.kernsafe.com/forum/

KernSafe Technologies, Inc.

www.kernsafe.com

Copyright © KernSafe Technologies 2006-2010. All right reserved.
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