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Overview

KernSafe iStorage Server is an advanced and powerful, full-featured software-only iSCSI Target that fully
conforms to the latest iSCSI Standard 1.0 (former Draft 20). It is an IP SAN solution allowing you to
quickly export existing storages such as disk images, VHD files, physical disks, partitions, CD/DVD-ROM:s,
tapes or any other type of SCSI based devices and even a variety of popular CD/DVD images to the client
machines. The software thus delivers immediate benefits, as it allows storage to be consolidated,
virtualized and centrally managed. iStorage Server also provides RAID-1 (mirror) feature enabling you to
create two iSCSI devices for mirror backup. Furthermore, iStorage Server also supports a lot of features
such as: VHD (Virtual Hard Disk) target, snapshots, STPI, RAID-1 and failover, these features are very
important and poplar in storage industry world and make iStorage Server is suitable for any size of

business.

High availability is the implementation of technology so that if a component fails, another can take over
for it. By using highly available platforms, the downtime for a system can be reduced, and, in many cases,

it can be reduced to a short enough time that the users of the system do not see the failure.

This document gives you detailed step-by-step instructions on KernSafe iStorage Server configuring for
Windows Server 2003. We need at least two servers and one client, in this document we prepare the

three computers as follows:

Detail IP Address 0S

iStorage Serverl 192.168.0.199 Windows 2000 SP4 +
iStorage Server2 192.168.0.177 Windows 2000 SP4 +
Client 192.168.0.191 Windows Server 2003




Configuring on iStorage Server

Preparing HA Storage

We create HA Storage on Serverl.

Launch the iStorage Server management consolle, press the Create button on the toolbar of iStorage

Server management console, the Create Device Wizard is shown.

Select a device type

Bl rente ISCSI Taract il -

iSC5l Device Type

Select which device twpe of the ISCS1 target vou want to create.

@ Hard Disk
Create i5C5] tanget by using physical disk, partition, standard image file or VHD.

() CDY DVD Device
Create iSC5| tanget by using physical optical drive or CD / DVD image file.

7 Generic SCSI

Create iSCS| target by using generic SCS| device, such as disk, CD-ROM, tape. printer.

Choose Hard Disk.

Press the Next button to continue.



iSCS5l Medium Twype

Select medium of the ISCS1 disk you want to create.

@ Image Fle
Create iSC5| disk by using standard image file ar Virtual Hard Diskc {(WVHD).

~ RAM Space
Create i5C5| disk by using memaory space.
() Security Images
Create iSC5| disk images for each inttiatars, any image is individual for each initiataor.
(") Disk Partition
Create iSC5| target by using a disk partition.

(") Physical Disk
Create iSC5| target by using physical disk.

Choose Image File in iSCSI Medium Type page.

Then press Next button to continue.



iSCSl Image Type

Select image type of the ISCSI disk pou want to create.

@ Standard Image Fle
Create iSCS| disk by using a standard disk image file.

() Wirtual Hard Disk (WHD)
Create iSCSI disk by using a Virttual Hard Disk image file.

Choose Standard Image File.

Press the Next button to continue.

Specify image file path and size.



Image Disk Configuration
You can zpecify a image file az an 15C5] device.

Device Parameters
(71 Use existing image file @ Create a new image file

H:newimage img Browse

Device Size in MBs: 4096

Options
[7] Use sparse file on NTFS file system

Mote: Using sparse file can save your harddisk space, the size of disk image file only
depend on its content used. But we recommentd that using this feature when image
file size iz legs than 1T bytes

Select Create a new image file or Use existing image file if you already have a one.

Specify the device size.

Press the Next button to continue.

Set authorization mode.



Create i5CSI Target Wizar X .:.|

Authorization
You can zelect an authorization mode, Anonyrouz, CHAP or [P filker,

@ Anonymous
Select this option to disable any authaorization.

("1 CHAP
Select this option to use CHAP authorization.

(71 IP Filter
Select this option to use IP address authorization.

Select this option to use both CHAP and IP address authorization.

Inhert security roles from global settings.

Specify authorization mode as you required, we take Anonymous as an example.

Press the Next button to continue.

Finish creating iSCSI Target



Completing the Create iSC51 Wizard

You can zpecify a target name and other options to complete ISCS] target creating.

Basic Target Information
Enter Target Mame:
ign.2006-03 com kemsafeiStorage HA

Report as readonly device when initiator can not get write access
Enable multiple inttiatars with full access connected (sharing and clustering)

Mote

By default, only one client has full access right, when the second initizor log on with full
access, it will fail.
But this option is usfull for clustering, disk sharing and MAS.

Type a target name in the Target Name field, or use the default.

Check the Enable multiple initiators with full access connected (sharing and clustering) check box.

Press the Finish button to continue.

Now the target is shown in the iStorage Server management console if successful.



Storage  Clients Tools Help

. = § 84 O @& @& | @

Create Start Stop Refresh Add Rermowve View

S kemszate-PC (.
- Tagets &
¢ i iStorageHA [Genelal| Targets hpplications“lP Fillers" Users ” Groups” Logs l

ﬂ Applications
@ IFFilters Target Name Device.. Source Capac.. Authenticat.. Status

iStorage Server: kernsafe-PC

& ign.2006-03.com.kernsafe:iStorage... Disk Dr.. H\newimage.i..  4.00G Ancnymous  Ena..

19 Connected: kernsafe-PC (Ultimate License)

Preparing HApartner Storage

Create HApartner storage on Server2.

Launch the iStorage Server management consolle, press the Create button on the toolbar of iStorage

Server management console, the Create Device Wizard is shown.

Select a device type



Create iSCSI Target Wizar ]

iSCSI Device Type
Select which device twpe of the iSCSI target pou want to create.,

@ Hard Disk
Create i5CS| target by using physical disk, partition, standard image file ar VHD.

() CDY DVD Device
Create i5C5| target by using physical optical drive or CD / DVD image file.

) Generic SCSI
Create i5CS| target by using generic SCSI device, such as disk, CD-ROM, tape, printer.

Choose Hard Disk.

Press the Next button to continue.



iSC51 Medium Type

Select medium of the ISCS1 disk you want to create.

@ Image Fle
Create iSCS| disk by using standard image file or Virtual Hard Disk: (VHD).

Create i5C5| disk by using memony space.

Create i5CS| disk images for each initiators, any image is individual for each initiator.
(") Disk Partition

Create iSC5| target by using a disk partition.

(71 Physical Disk
Create iSC5] target by using physical disk.

Choose Image File in iSCSI Medium Type window.

Then press Next button to continue.



iSCSl Image Type

Select image type of the IS5CS1 dizk pou want to create.

@ Standard Image Fle
Create iSCS] disk by using a standard disk image file.

(") Wirtual Hard Disk (VHD)
Create iSCS| disk by using a Virtual Hard Disk image file.

Choose Standard Image File.

Press the Next button to continue.

Specify image file path and size.



Image Disk Configuration
You can zpecify a image file az an 15C5] device.

Device Parameters

() Use existing image file (@ Create a new image file

| \newimage img

Device Size in MBs: 4036

Options
[7] Use sparse file on NTFS file system

Mote: Using sparse file can save your harddisk space, the size of disk image file only
depend on its content used. But we recommentd that using this feature when image
file size iz less than 1T bytes

Select Create a new image file or Use existing image file if you already have a one.

Specify the device size.

Press the Next button to continue.

Set authorization mode.



Create i5CSI Target Wizar X .:.|

Authorization
You can zelect an authorization mode, Anonyrouz, CHAP or [P filker,

@ Anonymous
Select this option to disable any authaorization.

("1 CHAP
Select this option to use CHAP authorization.

(71 IP Filter
Select this option to use IP address authorization.

Select this option to use both CHAP and IP address authorization.

Inhert security roles from global settings.

Specify authorization mode as you required, here we use Anonymous type.

Press the Next button to continue.

Finish creating iSCSI Target



Create iSCSI Target Wizan — .J

Completing the Create iSC51 Wizard

You can zpecify a target name and other options to complete ISCS] target creating.

Basic Target Information
Enter Target Mame:
ign.2006-03 com kemsafe iStorage HApartner

Report as readonly device when initiator can not get write access
Enable multiple inttiatars with full access connected (sharing and clustering)

Mote

By default, only one client has full access right, when the second initizor log on with full
access, it will fail.
But this option is usfull for clustering, disk sharing and MAS.

Type a target name in the Target Name field, or use the default.

Check the Enable multiple initiators with full access connected (sharing and clustering) check box.

Press the Finish button.

Now the sample images is shown in the iStorage Server management console if successful.



Storage  Clients View Tools Help

B . § 8 ) 0B o -

Create Delete Start Stop Refresh Add Rernowve View Arccess Settings

=18 LacaHost -
= Targets ¥

. i_Stor.age.HApartnt [General| Targets hpplicaiiond[]P Fillers" Users ”Groups” Logs l
8 Applicatiors

iStorage Server:

Target Mame Device T.. Source Capacity Authenticat.. Status

“# ign.2006-03.com.kernsafe:iStorage.HAp...  Disk Drive  E\newimageimg 400G Ancnymous  Enabl...

Q Connected: (Ultimate License)

Creating Application

On Serverl, right click Applications on the left tree of the main interface, choose Create Application on

the pop-up menu, the Create Application Wizard widow is shown.



[Create Applicatn M )

Application Type

Select which type of application you want to create.

() Mimmor Application
Attach to a local iSCS1 target and a remote iSCSI target to create a mimor device (RAID-1).

@ Failower iSCSI SAN Node
Create an high-availability failover iSC51 SAM node by uging two or more iSC5] targets

Choose Failover iSCSI SAN Node.

Then press the Next button to continue.



Create Application Wizz [

Fail Over Configuration
“'ou can zpecify bwo zervers to faill over each other.

Basze Tanget

Target Mame Device Type
ign.2006-03.com kemsafeiStorage HA Digk

Mirror Target

Check the HA storage and click Edit to find the mirror target.

—I15C5] Source
Hozt Mame: 192.168.0177 Pat: 3760

— CHAP

[T Uze CHAP ta logon

Jzer Mame:

Secret:

— Target

Target: [ igh. 2006-03. com.kernzsafe: Storage. HApartner - ]

| Disovey | | 0K | | Cancel |




Input the IP and port of server2 in iSCSI Source tab, then click Discovery on the bottom of the window

to find the mirror target, choose the HApartner in the down-list.

Press OK button to continue.

Note: If the target needs CHAP authorization, you should provide User name and secret to logon.

Fail Over Configuration
“'ou can zpecify bwo zervers to faill over each other.

Base Target

Target Mame Device Type
ign.2006-03 com kemsafeiStorage HA Digk:

Mirror Target

ign.2006-03 com kemsafeiStorage . HApartner

The mirror target will be added to the window, then click Next button to continue.



Suynchronization Type

() Create mirar device with full synchronization from baze iSCSI target

(@ Create mirar device without synchronization [ anual [nitialization)

Synchronization Progress

a “wharning: all data on the mirror device will be destroved after
sunchronization,

] ] [ Cancel

Now, the mirror target should be synchronization to the base target, if the two targets are both the new
one and do not be initialized, we can choose Create mirror device without synchronization (Manual
Initialization), otherwise, we must choose Create mirror device with full synchronization from base

iSCSI target.

Press the OK button to continue.



Completing the Create Application

- Wizard
t Application Mame: Cluster
Cluster Type: iSCSI

First Node: ign.2006-03 .com kemsafeiStorage HA

Second Mode: ign. 2006-03 com kemsafeiStorage HApartner

Ta cloge this wizard, click Finish.

<Back || Fnmsh | |

Click Finish button to complete the application creation.

Storage  Clients View Teols Help

@ v =] S ﬁﬁ @ % 0%0

Create Start Stop Refresh Add Rernowe View

Bl kemgate-FC e 0 . o
B Tagets iStorage Server. kernsafe-PC

@:' :Stotr_age.Hﬁ General [Targeis| Applications |IP FiH:ers" Users "Groups" Logs ]
pplications

Target Name Appli...  Mirror Device
i iqn.2006-03.com.kemsafe:iStorage. HA  Cluster  iSCSI: 192.168.0.177:3260:iqn.2006-03.com kernsaferiStorag...  Running

Status

9 Connected: kernsafe-PC (Ultimate License)




Now the application will be shown in the main interface if successful and the configuration on the
iStorage Serverl is completed. We do the same operations on iStorage Server2 to create application,

choose HA as the mirror target, after the creation, the main interface will be shown as follows:

Storage  Clients View Tools Help

E i = ]
@ - =] '&B ﬁ @ %—’ ﬂ%: - X _ 2
Create Delete Start Stop Refresh Add Rernowe View Access Settings

=9 i;c‘:ll;lr;:t$ ™  iStorage Server:

-@ iStorage HApartne

@ Appica General [Talgeis| Applications |]P Filters" Users " Groups" Logs ]
pplications

Target Mame Appli...  Mirror Device Status
ﬁiqn.ZUUﬁ-UB.com.kernsafe:iStorage.HApartner Cluster i5CS: 192.168.0.177:3260:iqn.2006-03.com.kemsafe...  Running

9 Connected: (Ultimate License)




Configuring on Client

Enable Multipath Support

Download Microsoft iSCSI Initiator and install it with the Microsoft MPIO Multipathing Support for iSCSI

option enabled.

Software Update Installation Wizard x|

Microsoft iI5C51 Initiator Installation [_'U

Microzaft (SCS] [nibiatar will be inztalled

— Inztallation O ptions

¥ | irbal Part Diwer
IV Iritiator Service

v Software Initiator

v iMicrozoft MPIO Multipathing Support for ISCSE

< Back I et = I Cancel

You will need to restart computer before continuing.

Connect to target

Lunch the MS iSCSI Initiator by selecting Start->All Programs->Microsoft iSCSI Initiator.

Switch to the Discovery tab. Add each of the iStorage servers by clicking the Add button and specifying

server IP address.



i5C5I Initiator Properties ﬂ

General Discovery |Targets| PersistentTargetsI Bound "»-"u:ulumes.-"Devi-:esI

— Target Portals
Addresz | Part | Adapter | IP .ﬁ.ddressl
192168.0.199 3260 Default Drefault
192168.0.177 3260 Default Drefault
Remove Refrezh |
—ISMS Servers
Marme |
Add B emove | Fefresh |
(] 4 | Cancel | a1 |

Switch to the Targets tab.



i5C5I Initiator Properties 5[

Generall Discovery 1 argets I Perziztent Targetsl Bound "»-"u:ulumes.-"Deviu:esI

Select a target and click Log On to access the storage devices for that
target. Click detailz to zee information about the zeszions, connections and
dewices for that target.

Targets:
I amne | Statuz
fign, 2006-03, com. kermzafe: 5 torage Ha, |nactive

ign. 2006-03. com. kernzafe:S tarage. HApartner |nactive

Detailz | Laog On... | Fefresh |

QE. I Cancel | Apply |

Connect the targets by clicking the Log On... button.
A Log On to Target dialog is shown.
Check Automatically restore this connection when the system boots.

Target 1



Log On to Targek 5[

Target name:

qun.EEIEIEu-IIIS.cDm.kﬂrnsaFe:iStDrage.H.ﬁ.

Iv uktomatically restore this connection when the swstem books

™ Enable mulki-path

i". Only select this option if iSCST mulki-path software is already installed
= on wour computer,

Advanced. . | (4 I Zancel

Target 2

Log On to Targek 5'

Target name:

qun.EEIEIEu-IZIS.cDm.kErnsaFe:iStDrage.H.ﬁ.partner

v Aukomatically restare this connection when the svstem boots

™ Enable mulki-path

L\'. Cnly seleck this option if i3CSI mulki-path software is already inskalled
4 on yaur camputer,

Advanced. . | (4 I Zancel

Click the OK button to connect the two targets.



i5C5I Initiator Properties ﬂ

Eenerall Dizcovery T argets I Perzigtent Targetsl Bound anumesHDevicesl

Select a target and click Log On to access the storage devices for that
target. Click details to zee infarmation about the zeszionz, connections and
devices for that target.

Targets:
I ame | Statuz |
ign. 2006-03. com. kerzafe: S tarage HA Caonnected

ign. 2006-03. com. kernsate: 5 tarage. Hapartner Connected

!

Refrezh |

Detailz

K, | Cancel | Apply |

Now, the client is connected to the two targets, we have to initialize the disk before we use it.

Click Start->Computer->Manage->Disk Management, the Initialize and Convert Disk Wizard window is

shown.



ize and Convert Disk YWizard

Welcome to the Initialize and
Convert Disk Wizard

Thiz wizard helps vou to intialize new dizks and to corvert
emphy bazic dizks to denamic disks.

You can use dynamic dizks to create software-bazed
volumes that can be mirrored, or they can be striped or
zpanned acrozs multiple disks, You can alzo expand
zingle-dizk. and zpanned volumes without having to restart
the computer.

After you convert a digk to dynamic, you can only uze
Windows 2000 and later verzsionz of YWindows an any
volume of that disk.

To continue, click MNest.

¢ Back

Cancel |

Press Next to continue.

Initialize and Convert Disk Wizard

Select Dizgks to Initialize
“ou musgt intialize a disk before Loagical Dizk bManager can access it ,

Select one or more dizks to initialize.
Digks:
Wi Dizk 2

¢ Back I Mest » I Cancel




Check Disk 2 and press Next to finish the initialization.

E Computer Management o | I:Ilil

Q File  Action Wiew window Help i |5’|5|
e = | @6 [ e E

Q Computer Management (Local) Yolurme | Layouk | Type | File: Svstem | Skatus | _apacity | Free Space |
=- ﬁa Sysbem Tools = (C:) Partition Basic MTFS Healthy (System) 39,99 GE 36.65 56

I @ Ewvent Viewer

! Shared Folders
+-#&7 Local Users and Groups
B 0T

= @ Stu:urage
-2 Removable Storage
L Disk Defragmenter

Disk. Management < I

=
- & Services and Applications
“FDisk 0
Basic (C:)
39.?9 GE 39,99 GBE NTFS
riline Healthy {System)
Z¥Disk 2
[eniamnic
4.00 GE 4,00 GEB o
Cnline Unallocated
Arn_onm n =
4 | | ﬂ B Unallocated [ Primary partition

Right click on the Disks and then select New Simple Volume, partition and format the two disks followed

by wizard.

If successful, the new volumes created are shown in the figure below.



E Computer Management . , ;lglﬂ

Q File  Action Miew indow  Help | i |5’|£|
& = |BME| 2| [0 EE
Q Computer Management (Local) Yolurme | Layouk | Type | File: Svstem | Skatus | _apacity | Free Space |
=- ﬁa System Tools = (C:) Partition Basic MTFS Healthy (System) 39,99 GE 36.65 56
- [f] Event Viewer =M., Partition Basic MTFS Healthy 4,00 GE 3,98 GB

- % Shared Folders

Local Users and Groups
] F‘erFu:urmanu:e Logs and Alert:

A Disk Defragmenter
EY Disk Management 4

- % Srwces and Applications

E&Disk 0

Biasic (C:)

39.?9 GE 39,99 GB NTFS

Online Healthey (System)

E&Disk 2

Biasic Mew Yolume {E:) |

4.|:I!:I B 4.00 GE MTFS

Cnline Healkhry

~Eirn_ons n hs
a | ﬂ B Frimary partition

Note: Although we connect two targets, there will be only one disk on the client it working on both two

active connections..
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