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Overview

KernSafe iStorage Server is an advanced and powerful, full-featured software-only iSCSI Target that fully
conforms to the latest iSCSI Standard 1.0 (former Draft 20). It is an IP SAN solution allowing you to
quickly export existing storages such as disk images, VHD files, physical disks, partitions, CD/DVD-ROMs,
tapes or any other type of SCSI based devices and even a variety of popular CD/DVD images to the client
machines. The software thus delivers immediate benefits, as it allows storage to be consolidated,
virtualized and centrally managed. iStorage Server also provides RAID-1 (mirror) feature enabling you to
create two iSCSI devices for mirror backup. Furthermore, iStorage Server also supports a lot of features
such as: VHD (Virtual Hard Disk) target, snapshots, STPI, RAID-1 and failover, these features are very
important and poplar in storage industry world and make iStorage Server is suitable for any size of
business.

High availability is the implementation of technology so that if a component fails, another can take over
for it. By using highly available platforms, the downtime for a system can be reduced, and, in many cases,
it can be reduced to a short enough time that the users of the system do not see the failure.

This document gives you detailed step-by-step instructions on KernSafe iStorage Server configuring for
Windows Server 2008. We need at least two servers and one client, in this document we prepare the
three computers as follows:

Detail IP Address 0S

iStorage Serverl 192.168.0.199 Windows 2000 SP4 +
iStorage Server2 192.168.0.177 Windows 2000 SP4 +
Client 192.168.0.161 Windows Server 2008




Configuring on iStorage Server

Preparing HA Storage

We create HA Storage on Serverl.

Launch the iStorage Server management consolle, press the Create button on the toolbar of iStorage
Server management console, the Create Device Wizard is shown.

Select a device type

Create i5CS] Target Wizarn i

iSCS] Device Type

Select which device twpe of the iISCSI target you want to create.

@ Hard Disk
Create iSC5| target by using physical disk, partition, standard image file or YHD.

(" CD/ DVD Device
Create i5C5| target by using physical optical drive or CD / DVD image file.

) Generic SCSI

Create i5SC5| target by using generic SCS1 device, such as disk, CD-ROM, tape, printer.

Choose Hard Disk.

Press the Next button to continue.



iSC3l Medium Type

Select medium of the ISC51 dizk pou want to create.

@ Image Fle
Create iSC5| disk by using standard image file or Virtual Hard Disk {(VHD).

Create iSCS5| disk by using memary space.
" Security Images

Create iSC5| disk images for each initiators, any image is individual for each initiataor.
" Disk Partition

Create iSCS5| target by using a disk partition.

" Physical Disk
Create iSCS| target by using physical disk.

Choose Image File in iSCSI Medium Type page.

Then press Next button to continue.



iSCSl Image Type

Select image type of the 1ISCSI dizk pou want bo create.

@ Standard Image Fle
Create iSCS| disk by using a standard disk image file.

1 Wirtual Hard Disk (VHD)
Create iSCSI digk by using a Virtual Hard Disk image file.

We choose Standard Image File and then press the Next button to continue.

Specify image file path and size.



Image Disk Configuration
You can specify a image file as an iSCSI| device.

Device Parameters
() Use existing image file @ Create a new image file

H:\newimage.img Browse

Device Size in MBs: 409¢|

Options
[7] Use sparse file on NTFS file system

Note: Using sparse file can save your harddisk space, the size of disk image file only
depend on its content used. But we recommentd that using this feature when image
file size is less than 1T bytes

< Back ][ Nad>J[ Cancel

Select Create a new image file or Use existing image file if you already have one.
Specify the device size.
Press the Next button to continue.

Set authorization mode.



Create iSCSI Target Wizan o

Authorization
Y'ou can zelect an authorization mode, Anonymous, CHAP or P filker,

@ Anonymous
Select this option to disable any authorization.

) CHAP
Select this option to use CHAP authorization.

(" IP Filter
Select this option to use |P address authorization.

) Mixed
Select this option to use both CHAF and IP address authorization.

Inherit securty roles from global settings.

Specify authorization mode as you required, we take Anonymous as an example.
Press the Next button to continue.

Finish creating iSCSI Target.



Completing the Create iSC51 Wizard

Y'ou can specify a target name and other optionz to complete iISCSI target creating.

Basic Target Information
Enter Tanget Mame:
iqn.2006-03 com kemsafeiStorage HA

Report as readonly device when initigtor can not get write access
Enable multiple initiztors with full access connected (sharing and clustering)

Mote

By default, only one client has full access right, when the second initizar log on with full
access, it will fail.
But this option is usfull for clusterng, disk sharng and NAS.

Type a target name in the Target Name field, or use the default.
Check the Enable multiple initiators with full access connected (sharing and clustering) check box.
Press the Finish button to continue.

Now the sample images are shown in the iStorage Server management console if successful.



Storage  Clients  View Tools Help

@ y =B & ﬁﬁ @ ﬁ% ﬁ

Create Delete Start Stop Refresh Audd Rermowve View

i) kemsate-PC -
=k Targets %

iStorage Server: kernsafe-PC

[Generall Targets hpplic,ations“lp FiH:ers" Users "Groups" Logs l
Target Mame Device... Source Capac.. Authenticat.. Status
<& ign.2006-03.com kernsaferiStorage...  Disk Dr...  Hi\newimage.i..  4.00G Anonymous  Ena..

Q Connected: kernsafe-PC (Ultimate License)

Preparing HApartner Storage

We create HApartner Storage on Server2.

Launch the iStorage Server management consolle, press the Create button on the toolbar of iStorage
Server management console, the Create Device Wizard is shown.

Select a device type



BCreate I5CSI Target Wil )

iSCSI Device Type

Select which device twpe of the 15C51 target you want o create.

@ Hard Disk
Create iSCS| tanget by using physical disk, partition, standard image file ar VHD.

1 CDY DVD Device
Create iSCS| tanget by using physical optical drive or CD / DVD image file.
1 Generic SCSI
Create i5C5! tanget by using generic 5C5| device, such as disk, CO-ROM, tape, prirter.

Choose Hard Disk.

Press the Next button to continue.



iSC5l Medium Type

Select mediurm of the iISCS| dizk you want to create.

@ Image Fle
Create iSCS| disk by using standard image file or Virtual Hard Disk {(WHD).

"' RAM Space
Create iSCS| disk by using memaony space.
(7) Security Images
Create iSC5| disk images for each initistors. any image is individual for each initiatar.
" Disk Partition
Create iSCS| tanget by using a disk partition.

(! Physical Disk
Create iSC5| tanget by using physical disk:.

Choose Image File in iSCSI Medium Type window.

Then press Next button to continue.



iSC51 Image Type

Select image type of the iISC51 dizk pou want to create.

@ Standard Image Fle
Create iSCS| disk by using a standard disk image file.

) Wirtual Hard Disk (WVHD)
Create iSCS| disk by using a Virtual Hard Disk image file.

We choose Standard Image File and then press Next button.

Specify image file path and size.



Image Disk Confiquration
Y'ou can specify a image file as an i5C51 device.

Device Parameters

(7 Use existing image file i@ Create a new image file

|"newimage.img

Device Size in MBs: 4056

Cptions
[] Use sparse file on NTFS file system

Mote: Using sparse file can save your harddisk space, the size of disk image file onby
depend on its content used. But we recommentd that using this feature when image
file size is less than 1T bytes

Select Create a new image file or Use existing image file if you already have one.
Specify the device size.
Press the Next button to continue.

Set authorization mode.



Create iSCSI Target Wizan o

Authorization
Y'ou can zelect an authorization mode, Anonymous, CHAP or P filker,

@ Anonymous
Select this option to disable any authorization.

) CHAP
Select this option to use CHAP authorization.

(" IP Filter
Select this option to use |P address authorization.

) Mixed
Select this option to use both CHAF and IP address authorization.

Inherit securty roles from global settings.

Specify authorization mode as you required, here we use Anonymous type.
Press the Next button to continue.

Finish creating iSCSI Target



FCreate iSCSI Target Wil

Completing the Create iSC51 Wizard

Y'ou can specify a target name and other optionz to complete iISCSI target creating.

Basic Target Information
Enter Tanget Mame:
iqn.2006-03 com kemsafe iStorage. HApartner

Report as readonly device when initigtor can not get write access
Enable multiple initiztors with full access connected (sharing and clustering)

Mote

By default, only one client has full access right, when the second initizar log on with full
access, it will fail.
But this option is usfull for clusterng, disk sharng and NAS.

Type a target name in the Target Name field, or use the default.
Check the Enable multiple initiators with full access connected (sharing and clustering) check box.
Press the Finish button.

Now the sample images are shown in the iStorage Server management console if successful.



Storage  Clients Wiew Tools Help
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Create Delete Start Stop Refresh Add Rermowe View Arcess Settings

= LocalHost -
EI_‘B Targets ®
¢ s istorage HApartne lGeneraI| Targets hpplicationsl[lp Fil‘ters" Uzers "Groups" Logs l

@ Applications
- |PFilters Target Name Device T... Source Capacity Authenticat... Status

iStorage Server:

% Uzers = ign.2006-03.com.kernsafeiiStorage HAp...  Disk Drive  [\newimage.img 4.00G Anonymous  Enabl...
- Groups

i) Logs

Q Connected: (Ultimate License)

Creating Application

On iStorage Server 1, right click Applications on the left tree of the main interface, choose Create
Application on the pop-up menu, the Create Application Wizard is shown.



Application Type

Select which tupe of application pou want to create,

() Mimmor Application
Attach to a local iSCS| tanget and a remote iSCS| tanget to create a mimor device (BAID-1).

@ Failover iSCSI SAN Node
Create an high-availability failover iSCS| SAN node by using two or more iSCS| targets

Choose Failover iSCSI SAN Node.

Then press Next to continue.



Create Application Wiza ]

Fail Owver Configuration
You can specify bwo zervers bo fail over each other,

Base Target

Tanget Mame Device Type
iqn. 200603 com kemsafe iStorage HA Diigh

Mimor Target

Check the HA storage and click Edit to find the mirror target.

—I15C5] Sourze
Hozt Marne: 192.168.0.177 Park: 3260

— CHAP

[T] Uze CHAP ta logon

Idzer Mame:

Secrat;

— Target

Target: [ iqr. 2006-03. com. kermzafe:iStarage HAparther - ]

[ — H ok, H — ]




Input the IP and port of server2 in iSCSI Source tab, then click Discovery on the bottom of the window to
find the mirror target, choose the HApartner in the down-list.

Press OK button to continue.

Note: If the target needs CHAP authorization, you should provide User name and secret to logon.

Fail Owver Configuration
Y'ou can zpecify hwo zervers ta fail over each other.

Base Target

Tanget Mame Device Type
iqn.2006-03 com kemsafe iStorage HA Diisk

Mimor Target

ign.2006-03.com kemsafeiStorage HApartner

Synchronization Type

(71 Create mirmar device with full spnchronization from base iISCSI target

@) Create mirmor device without spnchronization [Manual [nitialization)

Synchronization Progreszs

a Warning: all data an the mirror device will be destrowed after
sunchromzation.

(] ] [ Cancel




Now, the mirror target should be synchronized to the base target, if the two targets are both the new
one and do not be initialized, we can choose Create mirror device without synchronization (Manual
Initialization), otherwise, we must choose Create mirror device with full synchronization from base
iSCSI target.

Press the OK button to continue.

Completing the Create Application
Wizard

Application Name: Cluster

Cluster Type: iSCSI

First Node: ign.2006-03.com kemsafe:iStorage. HA

Second Mode: ign. 2006-03 com kemsafe iStorage . HApartner

To close this wizard, click Finish.

<Back || Fimish | | Cancel

Click the Finish button to complete the application creation.



Storage  Clients  View Tools Help
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Create Delete Start Stop Refresh Add Remuowve View ArCCess

Bl kemsafe-PC e o . N
B Tagets iStorage Server: kernsafe-PC

i iStorage, H,

ﬂ pe—— General [Targe15| APP“CEtiOﬂShP Filters" Users ”Groups" Logs l
) pplications

Target Mame Appli..  Mirror Device Status
[ ign.2006-03.com.kernsafeiiStorage.HA  Cluster  i5CSE 192,168.0.177:3260:iqn.2006-02.com kemnsafe:iStorag...  Running

€3 Connected: kemsafe-PC (Ultimate License)

Now the application will be shown in the main interface if successful and the configuration on the
serverl is completed. We do the same operations on iStorage Server2 to create an application, choose
HA as the mirror target, after the creation, the main interface will be shown as follows:



Storage  Clients  View Tools Help

@ . B & Bﬁ o % w% E . ‘ﬂ”

Create Delete Start Stop Refresh Add Rernowe View Arcess Settings

1 LacaHost -
E|_3 Targets

R iStor.age.HApartne General [Targeﬁl j"\F-‘P|iC3ti0”5|IP Fil‘ters" Uzers HGroupS" Logs ]
Target Mame Appli..  Mirror Device Status
& iqn.2006-03.com.kernsafe:iStorage.HApartner  Cluster  i5CSE 192.168.0.177:3260:iqn.2006-03.com.kernsafe...  Running

iStorage Server:

@ Connected: (Ultimate License)
Configuring on Client

Install MPIO Feature

Launch Start->Administrative Tools->Server Manager, go to Features item, and click Add Features.

An Add Features Wizard will appear. In the features list select Multipath 1/0 feature and install it.



Add Features Wizard ; x|

Select Features

Features Select one or more features to install on this server.

Confirmation Features: Description:

Progress .NET Framework 3 5.1Features (In«f'talled) = %%%% iileogpgeglf?c' I‘tllh: SFER

Results Background Intelligent Transfer Service (BITS) (DSM) or a third-party DSM, provides
BitLocker Drive Encryption supportforusing multiple data paths
BranchCache to a storage device on Windows.
Connection Manager Administration Kit
Desktop Experience
DirectAccess Management Console
Group Policy Management

Ink and Handwriting Services

Internet Printing Client

Internet Storage Name Server

LPR Port Monitor

Message Queuing

7

| Network Load Balancing

Peer Name Resolution Protocol

Quality Windows Audio Video Experience
Remote Assistance

Remote Differential Compression

@
1O00000ROO0O00000O000o =

FI Remote Server Administration Tools ' __l—ﬂ
4 »
More about features

< Previous | Next > I Install Cancel

Connect Targets

Lunch the Administrative Tools -> Microsoft iSCSI initiator.

Switch to the Discovery tab. Add each IP address of the iStorage servers by clicking the Discover Portal...
button and specifying server IP address.



iISCSI Inttiator Properties

192,168.0.199 3260
192.168.0.177 3260

Switch to the Targets tab.



iSCSI Initiator Properties s x|

Targets IDiscoveryl Favorite Targeisl Volumes and Devicesl RADIUS I Conﬁguraﬁonl
—Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: I Quick Connect:,, I

~Discovered targets
Refresh |

Name | status |
ign. 2006-03.com.kernsafe:iStorage. HA Inactive
ign.2006-03.com.kernsafe:iStorage.HApartner Inactive

To connect using advanced options, select a target and then Connect |
dick Connect. -

To completely disconnect a target, select the target and
then dick Disconnect.

For target properties, including configuration of sessions, Properties... I
select the target and dick Properties. —

For configuration of devices assodated with a target, select Devices. .. |
the target and then dick Devices. —

More about basic iSCSI connections and targets

OK Cancel Apply

Connect the targets by clicking the Connect button.
A Connect to Target dialog is shown.
Check Add this connection to the list of Favorite Targets.

Target 1



Connect To Target N x|

v Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

|~ Enable multi-path

Target 2

Connect To Target R x|

v Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[~ Enable multi-path

Click the OK button to connect the target.




iSCSI Initiator Properties ™ x|

Targets IDisooveryl Favorite Targeisl Volumes and Devioesl RADIUS | Configuration I
—Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: I Quick Connect:,, I
~Discovered targets
Refresh I
Name | Status I
ign.2006-03.com.kernsafe:iStorage.HA Connected
ign. 2006-03.com.kernsafe:iStorage. HApartner Connected
To connect using advanced options, select a target and then Connect
dick Connect. : =
To completely disconnect a target, select the target and E— |
then dick Disconnect. —
For target properties, induding configuration of sessions, Properties. .. I
select the target and dick Properties. —
For configuration of devices assodated with a target, select Devices. .. |
the target and then dick Devices. —

More about basic iSCSI connections and targets

OK Cancel Apply

Now, the client is connected to the two targets.

Enable Multipath Support

Launch MPIO manager by clicking Start->Administrative Tools->MPIO. Go to Discover Multi-Paths tab,
check Add support for iSCSI devices.



x
'MPIO Devices Discover Muti-Paths | DsM Install | Configuration Snapshot |

~ SPC-3 compliant

Device Hardware Id |

[v {Add support for iSCSI devices:
add |

—QOthers

Device Hardware Id l

Add |

More information on discovery of multipathed devices

[ ok | canca |

Click the Add button.

Windows will prompt you to reboot the server.

x

1\ Arebootis required to complete the operation. Reboot Now?

Click the Yes button to restart your server.
We have to initialize the disk before we use it.

Click Start->Computer->Manage->Disk Management, the Initialize and Convert Disk Wizard window is
shown.



Initialize Disk E

You must inttizlize a disk before Logical Disk Manager can access it.
Select disks:

Vi Disk 2

Use the following partition style for the selected disks:
¢ MBR {Master Boot Record)
" GPT (GUID Partition Table)

Note: The GPT partition style is not recognized by all previous versions of
Windows. It is recommended for disks larger than 2TB, or disks used on

ltanium-based computers.
| 0K I Cancel

Check Disk 2 and press OK to finish the initialization.

E,,., Server Manager

<«

@ Windows Server Backup
=¥ Disk Management

kil

L 4Disk 1
Basic New Volume (D:)
50.00 GB 50.00 GB NTFS
Online Healthy (Primary Partition)
L_Disk 2
Basic
4.00GB 4.00 GB
Online Unallocated
rn nasen

| »l B Unallocated ] Primary partition

j o [=[ 3]
File Action View Help

e | 7EHEIRXSE S aE

= SETVEY ERELEENReaER Sl Disk Management  Volume List + Graphical View | Actions

@ 3 Roles

& B S ] Layout I Type I File System I Status Disk Management

® ’ Diagnostics (& (C ) Simple Basic NTFS Healthy (System, Boot, Page File, Active, More Actions »
& i’]‘l Configuration C#New Volume (D:) Simple Basic NTFS Healthy (Primary Partition)

&l {5 storage

Right click on the Disks and then select New Simple Volume, partition and format the two disks followed
by wizard.

If successful, the new volumes created are shown in the figure below.




E‘T Server Manager i ]

o =]}
File Action View Help
& | HEEEIRXE S «E
L ER ! BiDE ¢ A
% EEAEUENELDE (MR EVS Tl Disk Management  Volume List + Graphical View I Actions
3 Roles = isk M e
ﬁ R Volume Layout | Type | File System | Status Disk Management
r Disgnostics e (C) Simple Basic NTFS Healthy (System, Boot, Page File, Active, More Actions »
ﬁfé Configuration C#New Volume (D:) Simple Basic NTFS Healthy (Primary Partition)
= {3 storage CaNew Volume (F:) Simple Basic NTFS Healthy (Primary Partition)
@ Windows Server Backup
=¥ Disk Management
d| | 2
-~
L_4Disk 1 _I
Basic New Volume (D:)
50.00 GB 50.00 GB NTFS
Online Healthy (Primary Partition)
L_=Disk 2
Basic
4.00 GB
Online
e | 2
| | 2l B Unallocated ] Primary partition

Note: Although we connect two targets, there will be only one disk on the client it working on both two
active connections.
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