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Overview

KernSafe iStorage Server is an advanced and powerful, full-featured
software-only iSCSI Target which is fully compatible with the newest
Windows Server 2012. iStorage Server can deliver immediate benefits for
the new server environment which is implemented with Window Server
2012 as it is allowed to centralized manage and consolidate storage.
iStorage Server provides a lot of features, such as RAID, VHD, CDP,
Snapshot and Failover etc. These features are very popular and
important in Storage Industry and make iStorage Server suitable for any
size of business.

High Availability is the implementation of technology so that if one
component fails, another can take over seamlessly right now. By using
highly available platform, the downtime of the business can be reduced
to a seriously short time which wouldn’t be noticed by the users.

In the new version of iStorage Server 3.1, we have highly improved the
High Availability feature which allows to create High Availability iSCSI
SAN with Multiple Channels.

This document gives you step-by-step instructions on KernSafe iStorage
Server configuring for Creating High Availability iSCSI SAN for Window
Server 2012. We need two servers and one client, the preparation is as

follows:



Details

IP Address

0S

iStorage Serverl

SYNC:192.168.1.103

DATA:192.168.0.103

Windows 2000 SP4 +

iStorage Server2

SYNC:192.168.1.104

DATA:192.168.0.104

Windows 2000 SP4 +

Client

192.168.0.105

Windows Server 2012




Configure iStorage Server

Create HA storage

We create HA storage on iStorage Serverl
Launch the iStorage Server management console, press create on the
toolbar of iStorage Server management console, the create device

wizard is shown as below.

Create i15CSI Target Wizard -
iSCSI Device Type )
al
Select which device type of the iISCS] target pou want to create. =
* Hard Disk
Create iSCS| target by using physical disk, partition, standard image file or VHD.
() Optical Device
Create iSCS| target by using physical optical drive or CD / DVD image file.
) Generic SCSI
Create i5C5] target by using generic SCS| device, such as disk, CD-ROM, tape, printer.
Create advanced iSC5| target such as COP device and snapshot linked device.
< Back MNesdt = | | Cancel

Select Hard Disk, press Next to continue.



iSC51 Medium Type

Select medium of the ISCS] dizk pou want to create.

¢

Create iSCS| disk by using standard image file or Virtual Hard Disk { VHD).

) RAM Space

Create iSC5| disk by using memorny space.
() Security Images

Create i5C5| disk images for each initiators, any image is individual for each intiator.
) Disk Partition

Create iSCS| target by using a disk partition.

) Physical Disk
Create i5C5] target by using physical disk:.

Select Image File as the iSCSI Medium Type.

Press Next to continue.



iSC5l Image Type

Select image type of the ISC51 disk pou want to create.

(® Standard Image File
Create iSC5| disk by using a standard disk image file.

() Virtual Hard Disk (VHD)
Create iSC5| disk by using a Virtual Hard Disk image file.

Select Standard Image File and then press Next.

Virtual Image Disk Configuration
Specify aimage file full path and parameters.

Image file parameters
(® Create a new image file () Use existing image file
Full path and name of the image file:

|C:\Users\ﬂndministmtnr‘\Dnmments\ﬁimg

Device Size in MBs: -

[ ] Fill with zeros [ ] Enable windows cache

File system options
[ ] Sparse file {(Recommended for image files smaller then 1TE)

[ ] Compressed (Enable file =ystem compress feature)
[ ] Encrypted (Enable NTF5 encryption feature)




Specify the File path and device capacity.

Press Next to continue.

Create 1SCSI Target Wizard

Authorization

Y'ou can zelect an authonzation mode, Anonymous, CHAP or [P filker.

Select this option to disable any authorization.

) CHAP
Select this option to use CHAP authorization.

) IP Filter
Select this option to use |P address authorization.

() Mixed
Select this option to use both CHAP and IP address authorization.

Inherit security roles from global settings.

L

Select the Authorization method.

Press Next to continue.




Completing the Create iSCS51 Wizard

Y'ou can specify a target name and other options to complete ISCS1 target creating.

Basic Target Information
Target Mame:

|iqn.2ﬂDﬁ-ﬂ3.cum.kemsafe:iStmage HA

[+ Report as readonly device when initiator can not get write access

[+]{Enable multiple initistors with full access connected (sharing and clustering:

Mote

By default, only one client has full access right, when the second initizor log an with full
access, it will fail.

But this option is usfull for clustering, disk sharng and MAS.

Specify the Target Name as you like.

Note: Check “Enable multiple initiators with full access connected”.

Press Finish to complete the creation.

I; File Server Storage (Clients View Tools Help I

I@@ g8 C & & D. 8. = O

Create Delete Start Stop Refresh Add Remove View Access Settings Print  About
Servers Tree x
=) KemSafe Servers

=] {a 201202 (127.0.0.1:3261]

= iStorage Senver: LocalHost

@ Tagel General | Targets |Applications | IPFilters | Users | Groups | Logs

: argets

[ Y g\StorageHA Target Name ‘ Device Type | Source Capacity | Status |
-G8 Applications “# ign.2006-03.com kemsafe:iStorageHA Disk Drive Clnewimage.img 4.00G Anonymous Enabled
& IPFilkers

Users

m Groups

Ld) Logs




Create HAPartner Storage.

We create HAPartner Storage on iStorage Server2.
Launch the iStorage Server management console, press create on the
toolbar of iStorage Server management console, the create device

wizard is shown as below.

Create 15CSI Target Wizard -

iSCSI Device Type % )

Select which device type of the ISCS| target you want to create.

Ereate iSCSItarget by using physical disk, partition, standard image file or VHD.
(_) Optical Device

Create iSCS| target by using physical optical drive or CD / DVD image file.
) Generic SCSI

Create iSCS| target by using generic SCS| device, such as disk, CD-ROM, tape, printer.
(_) Advanced Device

Create advanced iSCS| target such as COP device and snapshot linked device.

< Back MNead = | | Cancel

Select Hard Disk and press Next to continue.



iSC51 Medium Type

Select medium of the ISCS] dizk pou want to create.

¢

Create iSCS disk by using standard image file or Vitual Hard Disk (VHD).

) RAM Space

Create iSC5| disk by using memorny space.
() Security Images

Create i5C5| disk images for each initiators, any image is individual for each intiator.
) Disk Partition

Create iSCS| target by using a disk partition.

) Physical Disk
Create i5C5] target by using physical disk:.

Select Image File and then press Next.

iSC5l Image Type

Select image type of the ISC51 disk pou want to create.

(® Standard Image File
Create iSCS| disk by using a standard disk image file.

() Virtual Hard Disk (VHD)
Create iSC5| disk by using a Virtual Hard Disk image file.




Choose Standard Image File.

Virtual Image Disk Configuration
Specify aimage file full path and parameters.

Image file parameters
(® Create a new image file () Use existing image file
Full path and name of the image file:

|C:\Users\ﬂndministmtnr‘\Dncuments\ﬁimg

Device Size in MBs: -

[ ] Fill with zeros [ ] Enable windows cache

File system options
[ ] Sparse file {(Recommended for image files smaller then 1TE)

[ ] Compressed (Enable file =ystem compress feature)
[ ] Encrypted (Enable NTF5 encryption feature)

i [ tet> | [ oo

Specify the File path and device capacity.

Press Next to continue.
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Authorization

Y'ou can zelect an authonzation mode, Anonymous, CHAP or [P filker.

Select this option to disable any authorization.

() CHAP
Select this option to use CHAP authorization.

() IP Filter
Select this option to use |P address authorization.

) Mixed
Select this option to use both CHAP and IP address authorization.

[#] Inherit security roles from global settings.

Select Anonymous authorization.

Completing the Create iSCS51 Wizard

Y'ou can specify a target name and other options to complete ISCS1 target creating.

Basic Target Information
Target Mame:
|iqn.2ﬂDﬁ-ﬂ3.cum.kemsafe:iStmage HAPartner

[+ Report as readonly device when initiator can not get write access

[+] Enable multiple initiators with full access connected (sharing and clustering)

Mote

By default, only one client has full access right, when the second initizor log an with full

access, it will fail.
But this option is usfull for clustering, disk sharng and MAS.
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Type the Target Name.

Note: Check “Enable multiple initiators with full access connected”.

Press Finish to complete the creation.

8.8 448 C |8 & D 8.0 80

I Create Delete Start  Stop Refresh Add Remove View Access Settings Print  About
Servers Tree x

2

iStorage Senver: LocalHost
[=-10 KemSafe Servers

(= 201202 (127.0.01:3261)

B Tagel General | Targets |Applications | IPFilters | Users | Groups | Logs

;---i;rg\SEtZrageHAPartner Target Name ‘De\m:eTvpe |Snul(e Capacity |Status |

& ign.2006-03.com kernsafe:iStorageHAPartner Disk Drive Ci\newimage.im 400G Anonymous Enabled
Applications q ) ) 9 1

& IPFilkers

e Users

m Groups

Ld) Logs
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Create Application

On iStorage Serverl, open the iStorage Server management console,
click Create and then select Application.

The Create Application Wizard will be shown as below.

Create Application Wizard -
Application Type .
al
Select which type application that you want bo create. =
() Synchronous Replication
Create realtime remote synchronous replication to i5C5] target orimage file.
) Asynchronous Replication
Create realtime remote asynchronous replication to iSC5S] tanget or image file.
(®) High Awailability Node:
Create a high-availability iSC5I SAN node or synchronizing with other iSCS1 targets.
() Automatic Snapshots
Create automatical snapshots and replications to other iSCS| targets.
| < Back | MNead = | | Cancel

Select High Availability Node as the Application Type.

Press Next to continue.
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Failover Configuration
Y'ou can specify bwo zervers to fal over each other,

Base Tanget

Target Mame
[] ign.2006-03.com kemsafeiStorageHA

Partner Target

Check the Base Target then press Settings to configure the partner.

—I15C5! Source
Host Name: |192.1sa.1.1n4 | Port | 3260

— CHAP

[ ] Use CHAP to logon

Idzer Mame: |

Secret: |

— Target

Target: | iqn. 2006-03. com. kermzafe: iStorageHAR arther

) e niaa

Input the IP Address of iStorage Server2 and the press Discovery to find
the mirror target, Choose HAPartner in the drop-down-list.
Press OK button to continue.
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Note: If the target needs CHAP authorization, you should provide User

Name and Secret to logon.

Failover Configuration
“'ou can specify bwo zervers to fal over each other.

Base Tanget

Target Mame
[] ign.2006-03.com kemsafeiStorageHA

Partner Target

ign.2006-03 .com kemsafeiStorage HAPartner

Press Next to continue.
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Create Application Wizard -
Synchronization Settings o
] . =
You can specify parameters for synchromzation, =
Sync
Local Address: 152 168.1.103 Local Port: Ary
Remote Address: | 192,168.1.104 Remote Port: | 3260
Alternative Sync 1
Local Address: Ay Local Port: Arry
Remote Address: | [EFEIRTENIRIE Remote Port: | 3260
Alternative Sync 2
Specify a folder to save temporany data dump folder must exist):
C:ATemp' | | Browse |
<Back | Net> || Cancel |

Configure the Synchronization Settings.
In iStorage Server 3.0, we have improved the HA feature which can use
multiple channels for SYNC to prevent Split-brain. We choose the

192.168.1.103 as the primary.

Mirror Synchronization -

Synchronization Type

() Create mirror device with full synchronization from baze iSCS) tanget

(®) iCreate mirror device without synchronization [Manual [nitialization}

h, Warning: all data an the mirror device will be destroved after
sunchromzation.

| (] | | Cancel |

Now, the mirror target should be synchronized from the base target, if

the two targets are both the new and not initialized, we can choose
16



Create mirror device without synchronization (Manual Initialization),
otherwise, we must choose Create mirror device with full
synchronization from base target.

Press OK to continue.

Create Application Wizard -

Completing the Create Applicatio
Wizard

i

\y

Application name: SAN Cluster

Cluster type: iSCSI

Local node: ign.2006-03.com kemsafe iStorageHA

Local portal: 152.168.1.103: Auto

Remote node: ign . 2006-03.com kemsafe:iStorageHAPartner
Remote portal: 152.168.1.104:3260

Work path: C:A\Temp™

To close this wizard, click Finish.

| <Back Fsh | | Caneel

Press Finish to complete the application.
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File Server Storage (Clients View JTools Help
I Create Delete Start Slnp| Rﬂle;h| Add Remove
Servers Tree X

== KemnSafe Servers
Bl 201202 [127.0.0.1:3261)

"

& . &

Access Settings

= 0

Print  About

View

y = iStorage Server: LocalHost

: General | Targets | Applications | IPFilters | Users | Groups | Logs |
[=k-2d Targets
b-i (StorageHA Target Name | ication Type ‘ Fartner Device Status
R Applications ﬂiqn‘EODB—OE.CDm‘kam;afe:iﬁtﬂragaHA High Availability iSCSl: 192.168.1.104:3260:iqn.2006-03.com.kernsafe:iStorageHA...  Running

[<| m

When the application is successfully created, it will be shown as above.
Now we should do the same operations on iStorage Server2 to create an

application. Choose HA as the mirror target.

File  Server Storage Clients View Tools Help

w. € § 4 O & & 0. 8.0 =606

Create Delete Start  Stop Refresh Add Remove View Access Settings Print  About

Servers Tree b4
iStorage Server: LocalHost
= KemSafe Servers

Eg ‘\;INT-SJTL:U94N3NU 027007 [ General | Targets | Applications [ 1PFiters | Users | Groups | Logs
= argets icati i
“i iStorageHAPartner Jarget Name, | Woe ‘ Farihey Douiee

Applications [ iqn.2006-03.com.kernsafeiiStorageHAPar... High Availability iSCSk: 192.168.1.103:3260:ign....
IFFilters
a Users
m Groups

i Logs

Status
Running
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Configure Client

Install MPIO

Launch the Server Manager in Windows Server 2012 and then click

Manage on the top right corner, select Add Roles and Features.
[ Server Manager == -

@ v Server Manager * Local Server @1 F  erage Took view

i PROPERTIES

For WIN-5/TUUS4N3NO TASKS ¥

IEE Dashboard

ocal Server

- Computer name WIN-SITUUS4N3NG Last installed updates

HE All Servers Workgroup WORKGROUP Windows Update

¥§ File and Storage Services P Last checked for updates
Windows Firewall Public: On Windows Error Reporting
Remote management Enabled Customer Experience Impro
Remote Desktop Disabled IE Enhanced Security Config
NIC Teaming Disabled Time zone
Ethernet 3 192.168.0.115 Product ID

Microsoft Windows Server 2012 Datacenter ~ Processors

Hardware information ¥en HVM domU Installed memory (RAM)

Total disk space

The Wizard will be shown as below.
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[ Add Roles and Features Wizard - [l x]
—~ - DESTINATION SERVER
Select features WIN-SITUUBANING
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
server Selection - o ~ Multipath 1/, along with the
. s [ Data Center Bridging Microsoft Device Specific Module
[[] Enhanced Storage (D5M]) or a third-party D5M,
eatures 3 : :
[ Failover Clustering provides support for using r_\'lultlple
Confirmation . data paths to a storage device on
[] Group Policy Management = Windows.
[ Ink and Handwriting Services
[] Internet Printing Client
[ 1P Address Management (IPAM) Server
[] iSNS Server service
[] LPR Port Monitar
[[] Management OData IS Extension
[ Media Foundation
b [ Message Queuing
Multipath I/0
[] Metwork Load Balancing
hd
[ mn »
| < Previous | | Mext = | Insta

Select Multipath 1/0 and then press Next to continue.

Connect Targets

Launch the Administrator Tools-> Microsoft iSCSI initiator.
Switch to the Discovery tab. Add each IP Address of iStorage Server by

clicking Discover Portal...

20



Targets | Discovery | Faverite Targets | Volumes and Devices | RADIUS | Configuration |

Target portals

The system will loak for Targets on following portals: Refresh

Address Port Adapter IP address
192,168.0,103 3260 Default Default

152.165.0.104 3260 Default Default

To add a target portal, didk Discover Portal,

To remove a target portal, select the address above and
then dick Remowve.

iSMS servers

The system is registered on the following iSMNS servers:

Marme

To add an iSMS server, dick Add Server. Add Server...

To remove an iSMS server, select the server above and Remone
then dick Remaowve. =

More about Discovery and iSMS

Switch to the Targets tab.

21



Targets | Discovery I Favorite Targets | Volumes and Devices | RADIUS | Configuration |

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
OMS name of the target and then dick Quick Connect.

Target: | Quick Connect... |

Discovered targets

Mame Status
ign. 2006-03.com. kernsafe:iStorageHA Inactive
ign. 2006-03, com. kernsafe:iStorageHAPartner Inactive

To connect using advanced options, select a target and then
dick Connect,

To completely disconnect a target, select the target and
then dick Disconnect.

For target properties, induding configuration of sessions,
select the target and dick Properties,

For configuration of devices assodated with a target, select
the target and then dick Devices.

More about basic iSCSI connections and targets

Connect the target by click Connect button.
A Connect to Target dialogue is shown.
Check Add this connection to the list of Favorite Targets.

Target 1

22



Target name:

| qn. 2006-03.com. kernsafe:iStorageHA

[#] Add this connection to the list of Faverite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts,

[ ] Enable multi-path

| [ cos

Target 2

Target name:

| qn. 2006-03.com. kernsafe:iStorageHAPartner

[#] Add this connection to the list of Faverite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts,

[ ] Enable multi-path

Click OK button to connect the target.
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I5CSI Initiator Properties -
Targets |Dismvery I Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
OMS name of the target and then dick Quick Connect.
Target: | Quick Connect...
Discovered targets
| Refresh
Mame Status
ign. 2006-03, com. kernsafe:iStorageHA Connected
ign. 2006-03. com. kernsafe:iStorageHAPartner Connected
To connect using advanced options, select a target and then | Canmect |
dick Connect, : = :
To completely disconnect a target, select the target and Di ct
then dick Disconnect. | = - |
For target properties, induding configuration of sessions, Properties
select the target and dick Properties. | - |
For configuration of devices assodated with a target, select | Devices |
the target and then dick Devices. S
More about basic iSCSI connections and targets
| QK | | Cancel Apply

Now, the client is connected to the two targets.

Enable Multipath Support

Launch MPIO manager by clicking Start-> MPIO.

Check Add support for iSCSI device.
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MPIO Devices | Discover MultiPaths | DSM Install | Configuration Snapshot |

SPC-3 compliant

Device Hardware Id

[ ] add support for SAS devices

Others

Device Hardware Id

More information on discovery of multipathed devices

[ o ||

Click Add button.

Windows will prompt you to reboot the server.

‘f_ﬂ A reboot is required to complete the operation. Reboot Mow?

After the server is restarted, we should initialize the disk.

Click Administrator Tools-> Computer Manager.

25



Initialize Disk -

You must inttizlize a disk before Logical Disk Manager can access it.
Select disks:
v Diisk: 1

Use the following partition style for the selected disks:
(® MBR (Master Boot Record)

#

() GPT (GUID Partition Table)

Mote: The GPT partition style is not recognized by all previous versions of
Windows.

| oK || Cancsl

Select Disk 1 and press OK to finish the initialization.

Right click the disk and then select New Simple Volume, format and

partition as wizard.

If successful, it will be shown as below.

A Computer Management - a
Eile Action View Help
L | XE=H
& Computer Management (Local | Volume | Layoutl Type | File System | Status | Capacity | Actions
a '[['j System Tools s (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition)  23.66 GB = e
b (3 Task Scheduler s New Volume (E) Simple Basic NTFS Healthy (Frimary Partition) 1o0ce | DiskManagement
I §2] Event Viewer o System Reserved Simple Basic  NTFS Healthy (Systemn, Active, Primary Partition) 330 MB More Actions

I» @ Shared Folders
I i Local Users and Groups|

3 E@' Performance
=4 Device Manager

a4 25 Storage

[ @ ‘Windows Server Backug|

=5 Disk Management
“ Services and Applications

< 1] >
|
-
iDisk 0 I
Basic System Reserved ()
24.00 GB 350 MB NTFS 23.66 GB NTFS
Online

Healthy (System, Active, Primary | | Healthy (Boot, Page File, Crash Dump, Primary Partition)

C4Disk 1 I =
Basic New Volume (E)
4,00 GB 4.00 GB NTFS
Online Healthy (Primary Partition]
ZicD-ROM 0
CD-ROM (D)
No Media
w
< m > || M Unallocated Ml Primary partition
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Note: Though we have connected to two targets, there will be only one

disk with two active connections for Failover.
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Contact

Support: support@kernsafe.com

Sales: sales@kernsafe.com

Home Page: http://www.kernsafe.com/

Product Page: http://www.kernsafe.com/product/istorage-server.asp
X

Licenses: http://www.kernsafe.com/product/istorage-server/lic

ense-compares.aspx

Forum: http://www.kernsafe.com/forum/
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