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KernSafe iStorage Server is an advanced and powerful, full-featured software-only iSCSI Target that fully
conforms to the latest iSCSI Standard 1.0 (former Draft 20). It is an IP SAN solution allowing you to
quickly export existing storages such as disk images, VHD files, physical disks, partitions, CD/DVD-ROM:s,
tapes or any other type of SCSI based devices and even a variety of popular CD/DVD images to the client
machines. The software thus delivers immediate benefits, as it allows storage to be consolidated,
virtualized and centrally managed. iStorage Server also provides RAID-1 (mirror) feature enabling you to
create two iSCSI devices for mirror backup. Furthermore, iStorage Server also supports a lot of features
such as: VHD (Virtual Hard Disk) target, snapshots, STPI, RAID-1 and failover, these features are very
important and poplar in storage industry world and make iStorage Server is suitable for any size of
business.

After iStorage Server 2.0, it supports server side mirroring, synchronous replication and failover which
allows user to create a high-availability iSCSI SAN.

Internet Protocol Security (IPSec) is an architecture defined by the Internet Engineering Task Force (IETF)
RFC 2401. This architecture involves several protocols that perform various functions in the architecture.

A network is not secure until servers can identify the computers communicating with them. IPSec
enables secure, trusted communications between IP addresses. The system behind the IP address has an
identity that is verified by using an authentication process. The only computers that must be aware of
IPSec are the sending and receiving computers. Each computer handles security at its respective end,
and assumes that the medium over which the communication takes place is not secure. Any computers
that route data between the source and destination computer are not required supporting IPSec.

This article demonstrates how to make a Security iSCSI Target under the Windows IP Security Policies
(IP Sec) environment by using KernSafe iStorage Server. It is shown how to do it under Windows Server
2008 R2. At the time this article also demonstrates how to use the two method of security policy in the
iStorage Server, CHAP and IP Address authentication mechanism and how to configurate Local Security
Policy in the both client and server side.



Configuring iStorage Server

Creating Target

Open iStorage Server Management Console.

Eile

Server Storage  Clients  View Tools Help

= o ) ] = yae) -
B, § 4| O | & @& e .| =2 O
Create Delete Start Stop Refresh Add Rernowe View Access Settings Print About

(= KemSate Servers
B_‘l_-j KemnSate_Matt [127.0.0.1:3261)

?’ iStorage Server: LocalHost
Ll Targets
-8 Applications

General |Targets [applicaiiaa IPFilters | Users || Groups|| Logs
@ IPFikers

b Users Storage General Properties
B Groups

L3 Logs

| »

General

Hostname: LocalHost
Bind Address: All Address
Port: 3260

Management Method: Password

State: OK

Status

Status: Started

License: Ultimate License

Server Portal

Q Connected: LocalHost (Ultimate License)

Launch the iStorage Server Management Consolle, press the Create button on the toolbar, the Create
iSCSI Target Wizard will appear.

Select device type.



Create iSCSI Target Wiz .,LJ

iSCSI Device Type Q
Select which device twpe of the (S5 target pou want ta create. =

IEI *‘j
Create iSC5| tanget by using physical disk, partition, standard image file or VHD.
l (7 CDs DVD Device
| Create i5C5| target by using physical optical drive or CO / DVD image file.
7 Generic SCSI

Create iSC5| tanget by using generic SCS| device, such as disk, CD-ROM, tape, printer.

<Back || Ned> | | Cancel

Chose Hard Disk.

Press the Next button to continue.



Create i5CSI Target Wizar .,LJ

®

§

iSCS1 Medium Type
Select medium of the ISCSI digk you want bo create.

Create iSC5I disk by using memary space.
©) Security Images
Create iSCS| disk images for each initiators. any image is individual for each initiator.
]
(7 Disk Partition
| Create i5CS| target by using a disk partition.
() Physical Disk
Create iSC5| tanget by using physical disk.
||
||
<Back || MNet> | | Cancel
N

Choose Image File in iSCSI Medium Type page.

Press the Next button to continue.



Create i5CSI Target Wizar .,LJ

iSCSl Image Type
Select image type of the ISCS| disk you want to create.

(@

@ Standard Image Hle
Create iSCS| disk by using a standard disk image file.

() Wirtual Hard Disk (VHD)
Create i5C5] disk by using a Virtual Hard Disk image file.

<Back || MNet> | | Cancel

Chose Standard Image File in iSCSI Image Type.

Press the Next button to continue.



[ reate 5CS] Tamct e |

Image Disk Configuration

Yiou can zpecify a image file az an i15C5] device. =
Device Parameters
() Use existing image file (@ Create a new image file
DMPSEC img
Device Size in MBs: 1024 :
Options
L [7] Use sparse file on NTFS file system
Mote: Using sparse file can save your harddisk space, the size of disk image file onhy
i depend on its content used. But we recommentd that using this feature when image
file size iz less than 1T bytes
1]
||
<Back || MNet> | | Cancel
]

Select Create a new image file or Use existing image file if you already have one. Then specify the
device size.

Checking Use sparse file on NTFS file system will save your hard disk space by expanding image file
depending on its content used.

Press the Next button to continue.



Create i5CSI Target Wiza

Authorization q.:’
Yiou can zelect an autharization made, Ananyraousz, CHAP ar [P filker. '

Select this option to disable any authaorization.

(1 CHAP
Select this option to use CHAP autharization. I

("1 IP Filter
| Select this option to use |P address authorization.

i@ Mixed
Select this option to use both CHAF and IF address authorization.

[Jinherit security roles from global settings

¢<Back || Net> | | Cancel

L%

Decide which authentication mechanisms you would want to use: Anonymous, CHAP, IP Filter or Mixed
authentication.

1) Anonymous
All initiators will get full access permission without any authorization required.
2) CHAP (Challenge-handshake authentication protocol)
All initiators need to specify a CHAP user and secret to connect to the target. iStorage Server has a
built-in user called “Guest”, which is used for initiators without CHAP secret specified.
3) IP Filters
All initiators will be authorized by the incoming IP address defined by IP Filter roles.
4) Mixed
Security policy is determined by both CHAP and IP Filters.

If you check Inherit security roles from global settings, all client security roles are form global settings,
otherwise, each client will have its own permission.

For this purpose | will choose Mixed and | will uncheck Inherit security roles from global settings since |
will set it up manually for this target.

Press the Next button to continue.



Completing the Create iSCS| Wizard
Yiou can zpecify a target name and other options ta camplete ISCS] target creating.

Basic Target Information
Enter Target Mame:
ign.2006-03.com kemsafe:IPSEC

Beport as readonly device when initiator can not get write access
[7] Enable multiple initiztors with full access connected (sharing and clustering)

Mote

By default, only ane client has full access right, when the second inttiaar log on with full

access, it will fail.
But this option is usfull for clustering, disk sharing and NAS.

<Back || Finish

| | Canesl

Enter the name for your target device.

Press the Finish button to continue.

Now we need to set up CHAP and IP filter.

If you check Report as readonly device when initiator cannot get write access, the system will give you
a report when you load the target without write access.

To set up CHAP for this target please switch to the Users group in the left side panel. Right click on
empty space and choose New User ....




File Server Storage Clients ¥iew Tools Help
= = e
B.e | §d & O & & @D. & .0 =5 O
Create Dielete Skart: Stop Refresh Add Remove Wiew Lecess Settings Print About
Bl KemSafe Servers - . .
B Kerafe Mat (127.0.01:2251) || it I
a8 Tfalg”itssEC [Genelal"Talgeﬁ][ﬂppli:ﬂtinn&[]l’ﬁl{eﬂ* Users |Gmups} Logs
B
-G Applications User Name - - — N
@ IPFilkers 8 Guest Create/Edit User M
a Users | & chap
g 82 Growps User Name: CHAP =
i) Logs
Password ssssssssssss

Corfiim password:  ##eessssssss

i) |Username and password are case sensitive.

Connected: LocalHost (Ultimate License)

Type desired User Name and Password but keep in mind that perfect password should be from 12 to 16
characters long and it is case sensitive.

Click OK to continue.

After finishing, please click on name of your target in left side panel and switch to CHAP tab.
Right click on empty space and choose Add Item...



Special
Guest

Llser
| CHaP |

Access: Full Aocess P - ]

I Ok I ’ Cancel ]

Choose your chap user and specify access rights. Click OK button to continue.

Now please switch to IPFilters tab.
Right Click on empty space and choose Add Item..., the Add clients to IP filter dialog is shown.

Add clients to IP filte et S

—&dd Type
) Ay @ |P Address ) IF Range
| —IPorIP Rangs |
Begin IF: 192 168 . 0 . 188 |
EndIF: 192 168 = 0 . 188
| —Access Mode
’FullAcceaa v]

I Ok, I l Cancel l




Set up your IP filter.

Any: Indicate all of the clients connected to the target have the same access right.
IP Address: Indicate the IP address has the given access right.

IP Range: Indicate the clients specified by the range has the given access right.

Here, for example, | chose IP Adress.

Press the OK button to add an IP filter item.

File Server Storage Clients View Tools Help

c £ = -2
.8 4 & O & JE .G = O
. Create Delete Stop Refresh Add View Settings Print About
= KemSafe Servers - " .
RPN | = 1arget [ON: iqn.2006 03.com kemsateIPSEC
i g General [Initiators| CHAP| IPFilters
FIEN
: -8 spplications IP Address Computer Name MAccess Contrel  Status
GB IPFilters §192.168.0.188 KernSafe_Matt Full Access Static
é Users 11921680199 KernSafe Matt Readonly Static
ﬂ Groups
teli) Logs
o | n |
|I| Ready & Connected: LocalHost (Ultimate License)

Here you can modify IP filter item’s access right - Read Only, Refuse, Virtual Write and Full Access.

Now we successfully finished configuration of our iSCSI Target in iStorage Server.

Server Side Local Security Policy Setting

To access Local Security Policy under Windows Server 2008 R2, you can either type Local Security Policy
in Start search box or you can navigate there by going:

Start --> Control Panel --> Administrative Tools --> Local Security Policy



E. Local Security Policy oy ] 4
File  Action View Help
&5 | 2mlo= HE | Ba
& IRES B 73
=, Security Settings Mame = | Description | Policy Assigned | Last Modified Ti
[, Account Policies ) o
;;d. Local Policies There are no items to show in this view.
7] Windows Firewall with Advanced Security
| Metwork List Manager Policies
|| Public Key Policies
|7 Software Restriction Policies
[] Application Control Policies Create IP Security Policy...
g IP Security Polides on Local Computer Manage IP filter lists and filter actions...
|| Adwvanced Audit Policy Configuration
All Tasks 3
Refresh
View 3
Arrange Icons 3
Line up Icons
Help
1| BN | i

|Creates an IP Security policy. |

Select IP Security Policies on Local Computer in the left side panel, then select Create IP Security
Policy... from the content menu, the IP Security Policy Wizard is shown.



IP Security Policy Wizard

Welcome to the IP Security
Policy Wizard

This wizard helps you create an |P Security policy. You will
specify the level of security to use when communicating with
specific computers or groups of computers (subnets), and for
particular P traffic types.

To continue, click Mext.

Cancel

Press Next button to continue.

IP Security Policy Wizard

IP Security Policy Name
Mame this IP Securty policy and provide a brief description

MName:
KemSafe IP Securty Policy

Description:

« Back Mead = Cancel




Type KernSafe IP Security Policy.
Press Next button to continue.

Specify how this policy responds to requests for secure communication.

IP Security Policy Wizard

Requests for Secure Communication

Specify how this policy responds to requests for secure communication.

The default response rule responds to remote computers that request security, when no
other nule applies. To communicate securely, the computer must respond to requests for
secure communication.

Mote: The default response rule is supported only on computers that are running
Windows 2003 and Windows XP.

[™ ifctivate the default response rule (earier versions of Windows only). |

« Back Mext = Cancel

Do not select Activate the default response rule.

Press the Next button to continue.




IP Security Policy Wizard

Completing the IP Security Policy
Wizard

You have successfully completed specifying the properties
for your new |P Security policy.

To edit your IP Securty policy now, select the Edit properties
check boee, and then click Finish.

To close this wizard, click Finish.

< Back | Finish | Cancel

Select the Edit properties.
Press the Finish to continue.

Then the KernSafe IP Security Policy Properties dialog is shown.




KernSafe IP Security Policy Properties 7] =]

Rules | General I

=E  Securty nules for communicating with other computers

IP Security nules:
IP Filter List

a | i

Add... | Edi... | Bemoyve | [ Use Add Wizard

oK I Cancel

Do not select Use Add Wizard.

Press the Add button, the New Role Properties dialog is shown.



Hew Rule Properties

Press the Add button, the IP Filter List dialog is shown.

Input IP Filter name.



EX 1P Filter List |

-+ An |P fitter list is composed of multiple fiters. In this way, multiple subnets, IP
= addresses and protocols can be combined into one [P fiter.

==
Name:
KemSafe
Description: L
| Ed.. |
;I Bemove |
IP Filters: [T Use Add Wizard
I"-I'Iirmred| Description | Source DN5S Name | Source Address | [

oK Cancel |

Type KernSafe in the Name and do not select Use Add Wizard.

Press the Add button to continue.



1P Filter Properties

Addresses | Protocol | Description |

~ Source address:

| Any IP Address =l

— Destination address:

W Mimored. Match packets with the exact opposite source and destination
addresses.

oK I Cancel

Select Any IP Address in the Source address.
Select My IP Address in the Destination address.

Then change to the Protocol tab.




IP Filter Properties

Select TCP in Select a protocol type field.
Type 3260 in the To this port.

Press the OK button to continue.



EX 1P Filter List |

-+ An |P fitter list is composed of multiple fiters. In this way, multiple subnets, IP
= addresses and protocols can be combined into one [P fiter.

==
Name:
KemSafe
Description: Add...
| Ed.. |
;I Bemove |
IP Fiters: ™ Use Add Wizard
I"-I'Iirmred| Description | Source DN5S Name | Source Address | [
Yes <Any IP Address> <Ay P Address= <
4 | A

Press the OK button to continue.



New Rule Properties x|

Authentication Methods I Tunnel Setting I Connection Type
IP Filter List | Fitter Action

The selected IP filter list specifies which network traffic will be
affected by this rule.

—
=5

7—'
—

IP Filter Lists:

MName Description _I
® =

rdd.. |  Edt. | Bemove |

Close [Canze| | Applhy

Select the KernSafe IP Filter item which we just created and change to Filter Action tab.



New Rule Properties x|

Authentication Methods I Tunnel Setting I Connection Type |
IP Filter List Filter Action

The selected fitter action specifies whether this rule negotiates
far secure netwark traffic, and how it will secure the traffic.

Fitter Actions:

Mame | Description

Add.. | Edt. | Remove | & e Add Wizard

Close [Canze| | Applhy

Leave Use Add Wizard checked and click on Add... button.

Filter Action Wizard is shown.



Filter Action Wizard

Welcome to the IP Security Filter
Action Wizard

|z this wizard to specify properties for a new fitter action.

Afitter action sets the security requirements for a data
transfer. These requirements are specified in a list of securty
methods cortained in the fiker action.

Data transfer is anhy possible when the computers involved
use the same securty methods. Multiple securty methods
increase the chance that two computers will use the same
method.

To continue, click Mext.

¢ Back

Cancel

Press Next to continue.

Filter Action Wizard

Filter Action Name

Mame this filter action and provide a brief description.

Mame:

Request Authertication

Description:

« Back Mext = Cancel

In Name field type Request Authentication.




Press Next button to continue.

Filter Action Wizard x|

Riter Action General Options
Set the fitker action behawiar.

™ Pemit

« Back Mext = Cancel

On the Filter Action General Options page, click Negotiate security, and then click Next.

Filter Action Wizard x|

Communicating with computers that do not support IPsec
Communicating with computers that do not support |Psec may expose your
network to securty rsks.

Do you want to allow communication with computers that do not suppart IPsec?

™ Do not allow unsecured communication.

% Mlow unsecured communication i a secure connection cannot be established :

|z this option if thers are computers on your netwaork that do not support IPsec or
have an incompatible IPsec corfiguration. Allowing unsecured communication may
expose your network to security risks.

On a computer with Windows Vista or a later version of Windows, this option allows
unsecured communication to be sent amytime a secure connection cannot be
established.

On a Windows 2000, Windows XP, or Windows 2003 computer, this option allows
unsecured communications to be sent anly when the remote computer does not
support |Psec.




On the Communicating with computers that do not support IPsec page, click Allow unsecured
communication if a secure connection cannot be established.

Press Next to continue.

Filter Action Wizard x|

IP Traffic Security
Specify a securty method faor IP traffic. To add multiple security methods, edit the
filter action after completing the wizard.

This filter action requires at least one security method for IP traffic.

™ Irtegrity and encryption
Data will be encrypted, authenticated, and unmodified.

Data will be ;mherrticated and unmodified, but will not be encrypted.
™ Custom

Sethings... |

« Back Mext = Cancel

On the IP Traffic Security page, click Integrity only, and then click Next.



Filter Action Wizard

Completing the IP Security Filter
Action Wizard

You have successfully completed the IP Security Filter Action
Wizard.

To edit your filter action now, select the Edit properties check
boe, and then click Finish.

To close this wizard, click Finish.

< Back I Finish I Cancel

On the last page, select Edit properties, and then click Finish.

The Properties page for the filter action appears.




Request Authentication Properties x|

Security Methods | General |

™ Pemni

Type | AHIntegrity | ESP Corfidertial...| ES Ad
Imtegrty... <Mone: <MNone: 5H

flave up

I

1] | ﬂ blave dawn

[T Accept unsecured communication, but always respond using [Psec

¥ Allow fallback to unsecured communication if @ secure connection
can not be established

[~ Use session key perfect forward secrecy (PFS)

oK I Cancel Ay

Select Accept unsecured communication, but always respond using IPsec to enable inbound fallback-
to-clear behavior.



Request Authentication Properties

e dowmn

Press Apply button and then hit OK.



New Rule Properties x|

Authentication Methods I Tunnel Setting I Connection Type |
IP Filter List Filter Action

The selected fitter action specifies whether this rule negotiates
far secure netwark traffic, and how it will secure the traffic.

Fitter Actions:

Mame | Description
{=iRequest Authertication

Ad. | B || Heroe | 0 use Add Wizard

Close [Canze| | Applhy

Switch to Connection Type tab.



Hew Rule Properties

Select the All network connections, and then change to Tunnel Setting page.



Hew Rule Properties

Select This rule does not specify an IPSec tunnel, and then change to Authentication Methods tab.



New Rule Properties x|

IP Fitter List | Fitter Action
Authertication Methods | Tunnel Setting I Connection Type

Authentication methods specify how trust is established

T between computers. These authentication methods are

=l = offered and accepted when negotiating security with another
computer.

Authentication method preference arder:

Method Details

Kerberos

Bemaove

fiove up

fl o Ao

[

Close [Canze| Applhy

Select Kerberos, press the Edit button, the Edit Authentication Method Properties dialog is shown.



Edit Authentication Method Properties

arne frarn b

Ut mappiig.

Select Use this string (preshared key), type the preshared key, | take 123 as an example.

Click OK button to continue.



Hew Rule Properties

i |
| Tumel Setting | Connection Type |

Press the Apply button to save settings and press the OK button to close this dialog.



KernSafe IP Security Policy Properties 7] =]

Rules | General I

=E  Securty nules for communicating with other computers

IP Security nules:

| IP Filter List | Fiter Action | Authentication... | Tu
KemSafe Request Authenticati... Preshared Key Mo
O <[hymamic: Default response (ga...  Kerberos <M

a | i

Add... Edi... Remove | I Use Add Wizard

oK | Cancel |

Check KernSafe in the IP Filter List and then press the OK button to continue.

Back to Local Security Settings main interface.



L=
File Action View Help
€= HHIRE = |[HEE5 8 2

T Security Settings

Name =+ Assi Last Modified Ti
‘& Account Policies [ Kernsafe IP Speus No 6/30/2011 5:28
‘& Local Policies _
| Windows Firewall with Advanced Security o
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies

g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

HEHE

FFHEHEMH

« [ 2] | [

|Assigns this policy (attempts to make it active). | |

Right click on the KernSafe IP Security Policy item and then select Assign to make this item enabled.
Client Side Local Security Policy Setting

To access Local Security Policy under Windows Server 2008 R2, you can either type Local Security Policy
in Start search box or you can navigate there by going:

Start --> Control Panel --> Administrative Tools --> Local Security Policy



E. Local Security Policy oy ] 4
File  Action View Help
&5 | 2mlo= HE | Ba
& IRES B 73
=, Security Settings Mame = | Description | Policy Assigned | Last Modified Ti
[, Account Policies ) o
;;d. Local Policies There are no items to show in this view.
7] Windows Firewall with Advanced Security
| Metwork List Manager Policies
|| Public Key Policies
|7 Software Restriction Policies
[] Application Control Policies Create IP Security Policy...
g IP Security Polides on Local Computer Manage IP filter lists and filter actions...
|| Adwvanced Audit Policy Configuration
All Tasks 3
Refresh
View 3
Arrange Icons 3
Line up Icons
Help
1| BN | i

|Creates an IP Security policy. |

Select IP Security Policies on Local Computer in the left side panel, then select Create IP Security
Policy... from the content menu, the IP Security Policy Wizard is shown.



IP Security Policy Wizard

Welcome to the IP Security
Policy Wizard

This wizard helps you create an |P Security policy. You will
specify the level of security to use when communicating with
specific computers or groups of computers (subnets), and for
particular P traffic types.

To continue, click Mext.

Cancel

Press Next button to continue.

IP Security Policy Wizard

IP Security Policy Name
Mame this IP Securty policy and provide a brief description

MName:
KemSafe IP Securty Policy

Description:

« Back Mead = Cancel




Type KernSafe IP Security Policy.
Press Next button to continue.

Specify how this policy responds to requests for secure communication.

IP Security Policy Wizard

Requests for Secure Communication

Specify how this policy responds to requests for secure communication.

The default response rule responds to remote computers that request security, when no
other nule applies. To communicate securely, the computer must respond to requests for
secure communication.

Mote: The default response rule is supported only on computers that are running
Windows 2003 and Windows XP.

[™ ifctivate the default response rule (earier versions of Windows only). |

« Back Mext = Cancel

Do not select Activate the default response rule.
Press the Next button to continue.

Completing the IP Security Policy Wizard.




IP Security Policy Wizard

Completing the IP Security Policy
Wizard

You have successfully completed specifying the properties
for your new |P Security policy.

To edit your IP Securty policy now, select the Edit properties
check boee, and then click Finish.

To close this wizard, click Finish.

< Back | Finish | Cancel

Select the Edit properties by default.
Press the Finish to continue.

Then the KernSafe IP Security Policy Properties dialog is shown.




KernSafe IP Security Policy Properties 7] =]

Rules | General I

=E  Securty nules for communicating with other computers

IP Security nules:
IP Filter List

a | i

Add... | Edi... | Bemoyve | [ Use Add Wizard

oK I Cancel

Don’t select the Use Add Wizard option.

Press the Add button, the New Rule Properties dialog is shown.



Hew Rule Properties

Press the Add button to continue.

Setting IP Filter List.



EX 1P Filter List |

-+ An |P fitter list is composed of multiple fiters. In this way, multiple subnets, IP
i’ addresses and protocols can be combined into one [P fiter.

Name:
KemSafe
Description: Add...
| Ed.. |
;I Bemove |
P Fitters: [T Use Add Wizard
I"-I'Iirmred| Description | Source DN5S Name | Source Address | [
1| | 0

Type the name of IP filter.
Don’t select the Use Add Wizard option.

Press the Add button, the IP Filter Properties dialog is shown.



IP Filter Properties x|

Addresses | Protocol | Description |

~ Source address:
| Any IP Address =]
— Destination address:
A specific IP Address or Subnet j
IP Address or Subnet: [192.168.0.188

W Mimored. Match packets with the exact opposite source and destination
addresses.

oK I Cancel

Select My IP Address in Source address category.
Select A specific IP Address or Subnet in Destination address category, and then type the IP address of
your server machine.

Switch to the Protocol tab to continue.

Set protocol properties.



IP Filter Properties

Select TCP in the Select a protocol type categories, and then type 3260 in the To this port.
Press the OK button to continue.

Now we come back to the IP Filter List interface.



EX 1P Filter List |

-+ An |P fitter list is composed of multiple fiters. In this way, multiple subnets, IP
= addresses and protocols can be combined into one [P fiter.

==
Name:
KemSafe
Description: L
| Edt... |
;I Bemove |
IP Fiters: ™ Use Add Wizard
I"-I'Iirmred| Description | Source DN5S Name | Source Address | [
Yes <Ay |P Address= <Ay IP Address> F:
1| | [
oK Cancel |
Y

Press the OK button to complete the IP Filter Item creation.



New Rule Properties x|

Authentication Methods I Tunnel Setting I Connection Type
IP Fitter List | Fiter Action
=, The selected IP fitter list specifies which network traffic will be
=, affected by this rule.
IP Filter Lists:

MName Description _I
® =

rdd.. |  Edt. | Bemove |

Close [Canze| | Applhy

Select the KernSafe IP Filter item we just create. Change to Filter Action tab.

Select the KernSafe IP Filter item which we just created and change to Filter Action tab.



New Rule Properties x|

Authentication Methods I Tunnel Setting I Connection Type |
IP Filter List Filter Action

The selected fitter action specifies whether this rule negotiates
far secure netwark traffic, and how it will secure the traffic.

Fitter Actions:

Mame | Description

Add.. | Edt. | Remove | & e Add Wizard

Close [Canze| | Applhy

Leave Use Add Wizard checked and click on Add... button.

Filter Action Wizard is shown.



Filter Action Wizard

Welcome to the IP Security Filter
Action Wizard

|z this wizard to specify properties for a new fitter action.

Afitter action sets the security requirements for a data
transfer. These requirements are specified in a list of securty
methods cortained in the fiker action.

Data transfer is anhy possible when the computers involved
use the same securty methods. Multiple securty methods
increase the chance that two computers will use the same
method.

To continue, click Mext.

¢ Back

Cancel

Press Next to continue.

Filter Action Wizard

Filter Action Name

Mame this filter action and provide a brief description.

Mame:

Request Authertication

Description:

« Back Mext = Cancel

In Name field type Request Authentication.




Press Next button to continue.

Filter Action Wizard x|

Riter Action General Options
Set the fitker action behawiar.

™ Pemit

« Back Mext = Cancel

On the Filter Action General Options page, click Negotiate security, and then click Next.

Filter Action Wizard x|

Communicating with computers that do not support IPsec
Communicating with computers that do not support |Psec may expose your
network to securty rsks.

Do you want to allow communication with computers that do not suppart IPsec?

™ Do not allow unsecured communication.

% Mlow unsecured communication i a secure connection cannot be established :

|z this option if thers are computers on your netwaork that do not support IPsec or
have an incompatible IPsec corfiguration. Allowing unsecured communication may
expose your network to security risks.

On a computer with Windows Vista or a later version of Windows, this option allows
unsecured communication to be sent amytime a secure connection cannot be
established.

On a Windows 2000, Windows XP, or Windows 2003 computer, this option allows
unsecured communications to be sent anly when the remote computer does not
support |Psec.




On the Communicating with computers that do not support IPsec page, click Allow unsecured
communication if a secure connection cannot be established.

Press Next to continue.

Filter Action Wizard x|

IP Traffic Security
Specify a securty method faor IP traffic. To add multiple security methods, edit the
filter action after completing the wizard.

This filter action requires at least one security method for IP traffic.

™ Irtegrity and encryption
Data will be encrypted, authenticated, and unmodified.

Data will be ;mherrticated and unmodified, but will not be encrypted.
™ Custom

Sethings... |

« Back Mext = Cancel

On the IP Traffic Security page, click Integrity only, and then click Next.



Filter Action Wizard

Completing the IP Security Filter
Action Wizard

You have successfully completed the IP Security Filter Action
Wizard.

To edit your filter action now, select the Edit properties check
boe, and then click Finish.

To close this wizard, click Finish.

< Back I Finish I Cancel

On the last page, select Edit properties, and then click Finish.

The Properties page for the filter action appears.




Request Authentication Properties x|

Security Methods | General |

™ Pemni

Type | AHIntegrity | ESP Corfidertial...| ES Ad
Imtegrty... <Mone: <MNone: 5H

flave up

I

1] | ﬂ blave dawn

[T Accept unsecured communication, but always respond using [Psec

¥ Allow fallback to unsecured communication if @ secure connection
can not be established

[~ Use session key perfect forward secrecy (PFS)

oK I Cancel Ay

Select Accept unsecured communication, but always respond using IPsec to enable inbound fallback-
to-clear behavior.



Request Authentication Properties

e dowmn

Press Apply button and then hit OK.



New Rule Properties x|

Authentication Methods I Tunnel Setting I Connection Type |
IP Filter List Filter Action

The selected fitter action specifies whether this rule negotiates
far secure netwark traffic, and how it will secure the traffic.

Fitter Actions:

Mame | Description
{=iRequest Authertication

Ad. | B || Heroe | 0 use Add Wizard

Close [Canze| | Applhy

Switch to Connection Type tab.



Hew Rule Properties

Select the All network connections, and then change to Tunnel Setting page.



Hew Rule Properties

Select This rule does not specify an IPSec tunnel, and then change to Authentication Methods tab.



New Rule Properties x|

IP Fitter List | Fitter Action
Authertication Methods | Tunnel Setting I Connection Type

Authentication methods specify how trust is established

T between computers. These authentication methods are

=l = offered and accepted when negotiating security with another
computer.

Authentication method preference arder:

Method Details

Kerberos

Bemaove

fiove up

fl o Ao

[

Close [Canze| Applhy

Select Kerberos, press the Edit button, the Edit Authentication Method Properties dialog is shown.



Edit Authentication Method Properties

arne frarn b

Ut mappiig.

Select Use this string (preshared key), type the preshared key, | take 123 as an example.

Click OK button to continue.



Hew Rule Properties

i |
| Tumel Setting | Connection Type |

Press the Apply button to save settings and press the OK button to close this dialog.



KernSafe IP Security Policy Properties 7] =]

Rules | General I

=E  Securty nules for communicating with other computers

IP Security nules:

| IP Filter List | Fiter Action | Authentication... | Tu
KemSafe Request Authenticati... Preshared Key Mo
O <[hymamic: Default response (ga...  Kerberos <M

a | i

Add... Edi... Remove | I Use Add Wizard

oK | Cancel |

Check KernSafe in the IP Filter List and then press the OK button to continue.

Back to Local Security Settings main interface.



E: Lecal Security Policy

=10| x|
File Action View Help
&= HmIRE = B B]S 2
T Security Settings Last Modified Ti
["& Account Policies [ kernsafe IP Spe

HEHE

6302011 5:28
(4 Local Polices

] Windows Firewall with Advanced Security
|| Metwork List Manager Policies

] Public Key Polides

] software Restriction Policies

] Application Control Policies

18, IP Security Policies on Local Computer
] Advanced Audit Policy Configuration

FFHEHEMH

l [l ]«d |

|Assigns this policy (attempts to make it active). |

Right click on the KernSafe IP Security Policy item and then select Assign to make this item enabled.

Logging on to the target



iSCSI Initiator Properties x|

Targets |Discc'u'ery| Favorite Targetsl Volumes and De'u'i::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IF address or
DMS name of the target and then didk Quick Connect,
Target: uick Cannect, .. |
—Discovered targets
Refresh |
Mame | Status |
To connect using advanced options, select a target and then - |
dick Connect. =
To completely disconnect a target, select the target and Lliscarinact |
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .. |
select the target and dick Properties. =
For configuration of devices assodated with a target, select Fisiiaes, |
the target and then dick Devices. =

More abowt basic iISCSI connections and targets

oK I Cancel Gpply

Switch to the Discovery tab page.

Press the Discover Portal button in the Target Portals, the Discover Target Portal dialog is shown.



Discover Target Portal x|

Enter the IP address or DMNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

Port: (Default is 3260.)
| 3260

IF address or DMS name:

| 192, 166.0.188

Advanced... oK I Cancel

Type the IP address and port of your server.

Press the OK button to continue.




iSCSI Initiator Properties

Switch to Targets tab.



iSCSI Initiator Properties x|

Targets |Discc'u'ery| Favorite Targetsl Volumes and De'u'i::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IF address or
DMS name of the target and then didk Quick Connect,
Target: uick Cannect, .. |
—Discovered targets
Refresh |
Mame | Status |
ign. 2006-03, com. kernsafe: IPSEC Inactive
To connect using advanced options, select a target and then Cormect |
dick Connect. =
To completely disconnect a target, select the target and Discmmnect |
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .. |
select the target and dick Properties. =
For configuration of devices assodated with a target, select D |
the target and then dick Devices. =

More abowt basic iISCSI connections and targets

oK I Cancel Gpply

Select the target in the Targets list, and then press the Connect button.

Then the Log On to Target dialog is shown.



Connect To Target ﬂ

Target name:

| ign. 2006-03. com. kernsafe:IPSEC

v Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[~ Enable multi-path

Advanced... | oK I Cancel

If your iSCSI target is using IP filter authorization, just press the OK button to continue.

If your iSCSI target is using CHAP user authorization (and IP filter authorization), press the Advanced
button, the Advanced Settings dialog is shown.



Advanced Settings

General | IPsec I

2=

—Connect using
Local adapter: IDefauIt j
Inititor IP: | Defat ~]
Target portal IP: IDefauIt j
CRC f Chedksum
[ Data digest " Header digest

¥ Enable CHAF log on

— CHAF Log on information
CHAP helps ensure connection security by providing authentication between a target and
an initiator.

To use, spedfy the same name and CHAF secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
spedfied.

MName: I CHAP

Target secret: I [TITTITTTINTIY]

™ Perform mutual authentication

To use mutual CHAR, either spedfy an initiator secret on the Configuration page or use
RADILS,

[T Use RADIUS to generate user authentication credentials
[T Use RADIUS to authenticate target credentials

QK I Cancel Gl

Select EnableCHAP log on information and type Name and Target secret.

Press the OK button to continue.




iSCSI Initiator Properties x|

Targets |Discc'u'ery| Favorite Targetsl Volumes and De'u'i::esl RADIUS I Configuration I

—Quick Connect
To discover and log on to a target using a basic connection, type the IF address or
DMS name of the target and then didk Quick Connect,
Target: uick Cannect, .. |
—Discovered targets
Refresh |
Mame | Status
fign. 2006-03.com. kernsafe:IPSEC Connected
To connect using advanced options, select a target and then Cormect |
dick Connect. =
To completely disconnect a target, select the target and Discmmnect |
then dick Disconnect. =
For target properties, induding configuration of sessions, Properties. .. |
select the target and dick Properties. =
For configuration of devices assodated with a target, select D |
the target and then dick Devices. =

More abowt basic iISCSI connections and targets

oK I Cancel Gpply

When the connection is created, you will see the connection in the Status column.
Now, you may operate the iSCSI disk just as a normal disk.



Effect

TCP/IP online traffic when not using IP SEC.

Filter I > Expression... Clear Apply
| Source Destination | Protocol | Info

1%92.168.0.188 192.168.159.139 i5CS5T SCSI: Mode Sense(@) LUM: Ox00
162,168,155, 155 152.1608.0.188 15C51 SCSI: Data In LUM: Ox00 (Mode Se
1%2.168.0.188 1%92.168.159.139 isCsI SCSI: Read Capacity(lo) LUNW: Ox0
162,168,155, 135 152.1608.0.188 S5 SC5I: Data In LUM: Ox00 (Read Ca
152,168.0.188 192.168.159.139 SCSI: Readflo) LUM: Ox00 fLBA: O
1592.168.159,1559 1592.168.0.188 : Data In LUW: Ox00 (Read(l0
152,168.0.188 1%2.168.159.13%9 : Read{10) LUM: 00 (LBA: O
15%2.168.159.13%9 1592.168.0.188 : Data In LUW: Ox00 (Read(l0
192.168.0.188 192.168.159.139 : Read Capacity(lo) LUNW: OxO
1592.168.155%.13% 1597.168.0.188 .I: Data In LUW: Ox00 (Read Ca
1592,168.0.188 192.168.159.139 : Read(l0) LUM: 0x00 (LBA: O
G2 165,159,139 1597.168.0.188 : Data In LUW: Ox00 (Read(l0
L168.0.188 192.168.159.139 : Read(10) LUNW: Ox00 (LBA: O
162.158.159.135 192.168.0.188 : Data In LUW: Ox00 (Read(l0
0.188 152,168.1559.13% iSCST : Read Capacity(l0) LUNM: Ox0
07 ,.168.159,1320 1592.168.0.188 15CS : Data In LUW: Ox00 (Read Ca

We will “see” all the information when

TCP/IP online traffic when using IP SEC.

initiators communication with targets.

Fi_Iter:I j Expression... Clear Apply
Source Destination Protocol Info
152.168,159,13% 152.168.0.188 ESP ESP (SPI=0x3&8Ff3C70)
152.168,159,13% 152.168.0.188 ESP ESP [(SPI=0x88Ff3c70)
152.168,159,139 152.168.0.188 ESP ESP (SPI=0x83Ff3c700
152.168,.159,139 1592.168.0.188 ESP ESP (SPI=0x83Ff3c70)
152.168.0.188 152.168.159.13% ESF ESP (sPI=0x572fdafa)
152.168.0.188 152.168.159.13% ESP ESP (sPI=0x572fdefa)
152,.168.0.188 152.168.159.13% ESP ESP (sSPI=0x572fd6fs)
192.168.0.188 152.168,159,.139 ESP ESP (SPI=0x572fdeta)
182.168.159.130 192.168.0.188 ESP ESP (SPI=0xEEFf3c70)
152,168,155, 135 152.168.0.188 ESF ESP (SPI=0x88FT3c70)
152.168,159,13% 152.168.0.188 ESP ESP (sPI=0x88Ff3c70)
152.168,159.135 152.165.0.188 ESP ESF (SPI=0xB8EFff3c70)
192.168.159.13%9 192.168.0.188 ESP ESP (SPI=0x88FF3c70)
192.168.159.139 192.168.0.188 EsP ESP (SPI=0xS858Ff3c70)
152.168.159.139 152.168.0.188 ESP ESP (SPI=0x88FF3c70)
1%2.168.0.188 1%2.168.155.159 ESF ESP (SPI=0x572fdefs]

Kl

All the information is encrypted.



Contact

Support: support@kernsafe.com

Sales: sales@kernsafe.com

Marketing: marketing@kernsafe.com

Home Page: http://www.kernsafe.com

Product Page: http://www.kernsafe.com/product/istorage-server.aspx

Licenses http://www.kernsafe.com/product/istorage-server/license-compares.aspx
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